MuadopmanmnoHHas maMsTKa 11 00yJIaronuxcs

C xaXbIM TOZIOM MOJIOZIE?KH B MHTEPHETE CTAHOBUTCSA OOJIbIIE, a ITKOJIBHUKH OJTHU U3
caMbIX aKTUBHBIX I10JIb30BaTesielt PyHera. Mexry TeM, IOMHUMO OTPOMHOTO KOJIMYECTBA
BO3MOJKHOCTEH, MHTEPDHET HeceT M IpoOJsieMbl. JTa IMaMsATKa JOJDKHA MOMOYb Tebe
0e30IMmacHO HaXOUTHCS B CETH.

KoMmnbroTepHbIE€ BUPYCHI

KoMmbloTepHBIE BUpPYC - 3TO Pa3HOBHAHOCTh KOMIIBIOTEPHBIX IIPOTPaMM,
OTJIMYUTEILbHOU OCOOEHHOCTHI0O KOTOPOU SBJISIETCA CIOCOOHOCTh K Pa3MHOXKEHHI0. B
JIOTIOJTHEHUE K 3TOMY, BUPYCHl MOTYT IOBDPEJIUTH HJIU IOJHOCTHIO YHHUUYTOXKHUTH BCe
daitmpl ¥ JaHHBIE, TOAKOHTPOJIbHBIE TIOJb30BATENI0, OT WMEHH KOTOPOTO ObLia
3amyllleHa 3apakeHHas IPorpamMMa, a TakKKe MOBPEIUTh WJIN JaKe YHUUYTOXKHUTD
OIEpPaIlMOHHYI0 CHCTeMYy cO BceMH ¢aillaMu B IeJioM. B OOJIBIIMHCTBE CiIy4aeB
PAacCIpOCTPaHAIOTCS BUPYCHI Uepe3 UHTEPHET.

MeTo/1b1 3aIIUTHI OT BPEJOHOCHBIX TPOTPAMM:

1. Mcnosnp3yli coBpeMeHHbIe OlepalliOHHbIE CUCTEMBI, IMEIOIIUe Cephe3HbI YPOBEHD
3aIUTHI OT BPEAOHOCHBIX IIPOTPAMM;

2. IlocrossHHO ycTaHaBaWBal mautu (IU¢poBbIe 3aIIaTKU, KOTOPble aBTOMAaTHUYECKU
YCTaHABJIUBAIOTCA C IeJbI0 JIOPaOOTKU IMPOrpaMMbl) U JIpyrhue OOHOBJIEHHUs CBOeu
oreparoHHON cucremMbl. CKaunBall UX TOJBKO ¢ OQUIIMATBLHOTO caTa pa3paboTYnKa
OC. Ecsu cy1iecTByeT pexKUM aBTOMaTHUeCKOTO OOHOBJIEHU S, BKJIIOUHU €T0;

3. PabGoraii Ha cBOEM KOMIIBIOTEPE 10 IIpaBaMU IIOJIb30BATE/IA, a4 HE a/IMUHHUCTPATOpA.
ATO HE MO3BOJIUT 60]II>IIII/IHCTBy BPEAOHOCHBIX IIPpOrpaMM HHCTAJIJIMPOBATbCA HAa TBOEM
IIEPCOHAJIPHOM KOMIIBIOTEDE;

4. Vlcriosib3yii aHTUBUPYCHBIE ITPOTPAMMHBIE ITPOJIYKTHI H3BECTHBIX ITPOU3BOJIUTEIEH, C
aBTOMAaTHUYECKHUM OOHOBJIeHHEM 0a3s;

5. Orpanuub puU3NIeCKU JOCTYI K KOMIIBIOTEPY JIJIs1 TOCTOPOHHUX JIUII;

6. cnosip3yll BHeIlTHUE HOCUTEIU UHPOPMAIUY, Takue Kak (Jielika, AUCK win ¢aitn
13 UHTEPHETA, TOJIbKO U3 IPOBEPEHHBIX NCTOYHUKOB;

7. He oTKpbIBail KOMNbIOTEpHBIE (ailyibl, MOJyueHHble U3 HEHa/eKHBIX UCTOUHUKOB.
Jaxe Te (ailapl, KOTOphIE MPUCIAJI TBOU 3HAKOMBIH. Jlydllle yTOUYHH Y HETO, OTTIPABJISII
JI1 OH Tebe ux.

Cetun WI-FI

Wi-Fi - 9To He BUJ| mepe/laudl JaHHBIX, HE TEXHOJIOTHSA, a BCETO JIUIIb OpEH/l, MapKa.
Eme B 1991 rozy HUepJiaH/ACKasA KOMMaHUs 3aperucrpupoBaia openg "WECA", uro
obosHauaso cymoBocoueranme "Wireless Fidelity", xoropsiii mepeBoguTcs Kak
"GecrpoBOTHAS TOYHOCTD .

Jlo Hamero BpeMeHH JomLIa Jpyras abOpeBuaTypa, KOTOpas sABJISAETCA TaKOU IKe

TexHosiorueil. To abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JAaHO ¢ HAMEKOM Ha

CTaH/apT BbIcHIed 3BykoBou TexHUKH Hi-Fi, uro B mepeBozie 03Hauaer "BbICOKAs
n

TOYHOCTB".



Jla, GecrylaTHBIA MHTEPHET-IOCTYI B Kade, OTEeJISIX U adPOIOPTAX SABJAETCA OTIUYHOU
BO3MOXKHOCTHIO BBIXOZIa B UWHTepHeT. HO MHOTHE BOKCHEPTHl CUUTAIT, YTO
obmenoctynubie Wi-Fi cetu He sABIAIOTCA 6€30aCHBIMU.

CoBeTsl o 6e301macHOCTH paboOTHI B OOIIEIOCTYIIHBIX ceTsax Wi-fi:

1. He mepenaBaii cBowo JMUHYI0 WHopManuio depe3 obienocTymHable Wi-Fi cerm.
PaboTasi B HUX, KeJIaTeJIbHO He BBOJIUTH MAPOJIU 0CTYIIa, JIOTHHBI U KAKHe-TO HOMepa;

2. Mcnosp3yit m 0OHOBJISIH aHTUBUPYCHBIE IIPOrpaMMBbI B OpaHamayep. Tem cambIM ThI
obe3ormacuiib cebsi OT 3aKauyKH BHpPYyca Ha TBOE YCTPOUCTRBO;

3. IIpu wucnonpzoBanuu Wi-Fi orkimoun ¢ysknuioo "OOmui moctyn k daitiam u
npuHTepam'. JlamHas GyHKIUA 3aKphITa 1O YMOJYAHHUIO, OJHAKO HEKOTOPHIE
II0JIb30BATEIN aKTUBUPYIOT €€ /1 y/I00CTBa UCIIOIb30BaHUA B paboTe Win yueoe;

4. He ucnonpayii mybsmmunsiii WI-FI 11 mepeiayy JTUYHBIX JAHHBIX, HAIPUMEP JIJIA
BBIXO/1a B COIMAJIbHBIE CETU WJIN B 3JIEKTPOHHYIO IIOYTY;

5. Wcnonb3yi TOJBKO 3aruiiieHHoe coeauHenue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-ajipeca BBoiM UMeHHO "https://";

6. B wmoOuwinpHOM TenedoHe oOTkIOUN QyHKOUB Tlogxaiouenne kK - Wi-Fi
aBToMatnyecku". He momyckali aBTOMaTHYECKOTO MOAKIIOUEHHUs YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBOETO coryiacus.

COI.II/IaJII)HI)Ie cetTnu

ComuasibHbIE CEeTH aKTHUBHO BXOJAT B HAIIy JKU3Hb, MHOTHE JIIOJIH PAOOTAIOT U JKUBYT
TaM IIOCTOSIHHO, a B Facebook y»ke 3apeructpupoBaH MUJIMAP/L, YETIOBEK, UTO SIBJISAETCS
OZIHOI CeIbMOU BCEeX >KHUTeJIeH IIaHeTbl. MHOrue II0JIb30BaTeJM He MOHMMAIOT, 4TO
nHpopManus, padMellleHHas UMH B COIHMAJIbHBIX CETAX, MOXKET OBITh HalJleHa U
HCIIOJIb30BaHA KEM YTOTHO, B TOM YHCJIE HEe 00s3aTeIbHO ¢ 0JIaruMU HaMePEHUIMHU.

OCHOBHBIE COBETHI 110 OE€30IIaCHOCTH B COIIMAJIbHBIX CETAX:

1. OrpaHuYb CHUCOK JIpy3eil. Y Tebs1 B Apy3bsX He JOJDKHO OBITh CAIyYalHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amnuinai CBOIO YacTHYIO ku3Hb. He ykaswiBail maposiu, TenedOHBI, ajpeca, JaTy
TBOEr0 POXKJEHUS U [APYIyI0 JWYHY0 WHQOpManuo. 3JIOYMBIINUIEHHUKA MOTYT
HCIOJIb30BaTh Ja)ke WH(MOPMAIIUI0 O TOM, KaK Thl WU TBOW POJAUTENH ILJIAHUPYETE
MIPOBECTU KAaHUKYJIbI;

3. 3amnuinai CBOI0 PEIyTaIHIo - IEPIKH €€ B YUCTOTE U 3a7laBail cebe BOIPOC: XOTeJT ObI
TBI, YTOOBI APYTHE MOJIHb30BaTEIN BUEJIH, UTO ThI 3arpy»Kaenib? [Togymai, npexae yem
YTO-TO OMYyOJIMKOBATh, HAIIUCATh U 3aTPy3UTh;

4. Ecsin ThI TOBOpPUIIIB C JIFOJIbMU, KOTOPBIX He 3Haelllb, HE UCIIOJIb3yH CBOE peayibHOe
UM U JPYTYIO TUUHYI0 HHPOpMaLU: UM, MEeCTO KUTEIbCTBA, MECTO YUeObl U IIpoUee;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/Ie T N300paKeH HA MECTHOCTH,
IO KOTOPOH MOKHO OIIPEJIEJIUTH TBOE MECTOIOJIOKEHUE;

6. ITpu perucrpamnuu B COIUAIBHON CeTH HEOOXO0ITMO UCIIOIb30BaTh CJIOKHBIE TTAPOJIH,
cocrosye u3 OykB 1 mudp U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;



7. IJIst comuasibHON CETH, TOUTHI U JIPYTHUX CAUTOB HEOOXOIMMO HCIIOJIb30BaTh Pa3HbIe
maposiu. Torga ecyim TebGs B3JIOMAOT, TO 3JI0YMBINJIEHHUKH TOJIy4YaT JAOCTYH TOJIBKO K
OTHOMY MECTY, a HE BO BCe Cpasy.

AJIEeKTPOHHBIE JE€HbI'U

ONIeKTPOHHbIE JIEHBIU - 5TO OUYEeHb YZOOHBIN cIOCOO MyIaTekei, 0JIHAKO CYIEeCTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJYIUTh STH JEHBTH.

S.HGKTpOHHI)Ie A€HbI' IIOABHUJIMCHb COBCEM HEAABHO M MMEHHO HM3-3d 3TOI'O BO MHOTHUX
TOCyaAapCTBax A0 CHUX IIOP HE IIPOITMCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM (DYHKIMOHMPYIOT M O HHX YK€ IIPOIIMCAHO B 3aKOHE, IJle HX
pas/IesIII0T Ha HECKOJIPKO BUJIOB - aHOHHUMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, YTO
AaHOHUMHBIE - 5TO Te, B KOTOPBIX paspeliaercss IMPOBOAUTH omepanmuu 0e3
HUJIeHTU(DUKAIIUY TI0JIb30BATeIsI, a B HEAHOHUMHBIX HAeHTU(UKAIUA I10JIb30BaTENs
ABJIsIeTCs 00513aTeIbHOM.

Taxoke cieflyeT pasjnyarh 3J€KTPOHHBbIEe (UaTHbIE JIeHbI'H (PaBHBI rOCY/IapCTBEHHBIM
BAJIIOTaM) U 5JIEKTPOHHBIe HepUaTHBIE IeHbrU (He PaBHBI TOCYAAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO Oe30macHON paboTe ¢ 37IeKTPOHHBIMU IEHbraMu:

1. [IpuBsKM K cueTy MOOWIbHBIN TesieOH. ATO CaMbIi yIOOHBIA U OBICTPBINA CIIOCO0
BOCCTAHOBHTb JIOCTYT K cuety. [IpuBs3aHHbBIN TeseOH ITOMOKET, €CJTN 3a0yellb CBOU
TUTATEXXHBIN MAapOJIb WJIU 3aH/IENTh HA CAUT C HE3HAKOMOTO YCTPOUCTBA;

2. Vcnosnp3yit ogHOpa3oBbie maposu. [locie mepexona Ha YCUJIEHHYIO aBTOPHU3AIIHI0
Tebe yke He Oy/ZIeT yrpokaTh OMMACHOCTh KPaXKU WJIM IepeXBaTa IJIaTeKHOTO TapoJis;

3. Beibepu cioxkHbIN maposib. IlpectymHukam OymeT He IPOCTO YTrajlaTh CIIOXKHBINA
rmapoJsib. HasexHble apoJii - 3TO MapoJid, KOTOPhIE COZepKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0S CTPOUHBIE W MPOMNHCHBIE OYKBBI, IIUMPPHI U HECKOJIBKO CHMBOJIOB,
Takue KakK 3HaK JoJuiapa, GyHTa, BOCKIUIATeTbHBIN 3HAK U T.. Hampumep, $tRong!;;

4. He BBOJAH CBOM JIMYHBIEC JaHHbBIC Ha CaﬁTaX, KOTOPBIM HE JOBEPAEIIb.
BJICKTI)OHH&}I mourTa

JJIEKTPOHHASA II0YTA - 3TO TEXHOJIOTHS U IIPEIOCTABJIsIEMBIE €10 YCIYTH 110 IIePEChUIKE U
TIOJIYYEHUIO BJIEKTPOHHBIX COOOINEHHN, KOTOPbIE PACHPENEISIOTCA B KOMITBIOTEPHOU
cetd. OOBIYHO OJJIEKTPOHHBIN IIOUTOBBIA SIIUK BBIIVIAAUT CIEAYIOIMAM 00pa3oM:
UMsI_TI0JIh30BATE A @UMsI_oMeHa. Takyke KpoMe mepelagy MPOCTOTO TEKCTa, MMEETCS
BO3MOXKHOCTbH TIEpe/IaBaTh amIbl.

OcCHOBHBIE COBETHI 110 OE30I1aCHOM paboTe ¢ 3JIEKTPOHHOU ITOYTOM:

1. Hayio BpIOpaTh NpaBUJIBHBIN ITOYTOBBIN cepBUC. B HHTepHETE eCTh OTPOMHBINA BBIOOD
OecryIaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO JIydllle JIOBEPATHh TeM, KOTO 3HAaellb U KTO
MIePBBIN B PEUTUHTE;

2. He ykaspiBail B TUUHOU moute JM4yHy0 uHpopMmaruio. Hanpumep, jydiie BrIOpaTh
"My3bIKOIbHBIV_(paHaT@" win "pok2013" BMecTo "Tema13";

3. Mcnosb3y#l ABYXATAITHYI0 aBTOPHU3AIUI0. DTO KOTZla IOMHMO MapoJisi HY?KHO BBOJTUTD
KO/JI, IpUChLIaeMbIi 110 SMS;



4. Bpibepu CJIOKHBIN Maposib. g KaKOTO IOYTOBOTO SAIIUKA JIOJKEH OBITh CBOU
Ha/IeXKHBIH, yCTOMYUBBIN K B3JIOMY IIapOJIib;

5. Ecsii ecTh BO3MOKHOCTh HAIIUCATh CAMOMY CBOU JIMYHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MO>KHOCTb;

6. Vcrosnp3yil HECKOJIBKO IOYTOBBIX SNIUKOB. llepBbIM 711 4acTHOU NEpenucKu C
azpecaTamu, KOTOPBIM ThI IOBEPSAEIIb. DTO SJIEKTPOHHBIN aJipec He HAJI0 UCII0JIb30BaTh
IIpU pervucrpanuu Ha GpopyMmax u caurax;

7. He oTkpbIBali haliyibl U APYTHE BJIOXKEHHsS B IMHUChMaX, JIaKe €CJIM OHU MPHUIILIA OT
TBOUX ZIpy3el. JIydllle yTOUHU y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (paiibl;

8. Tlocne okoHuaHus pabOTHI HA IOYTOBOM CEPBHICE IE€pe7] 3aKPHITUEM BKJIAJIKU C
caiiToM He 3a0y/Zib Ha:KaTh HA "BoritT".

Kuo6epOy/LsTMHT WJIN BUPTYaJbHOE U3/1€BATEIHCTBO

KubepOy/UTMHT - TIpeciieJlIoBaHHE COOOINEHUSMH, COAEPIKAIMIMMHU OCKOpOJIeHus,
arpeccHto, 3alyruBaHHe; XyJUTAHCTBO; COIMAJIbHOE OOWKOTHUPOBAaHHE C ITOMOIIBIO
Pa3JIMYHBIX HTHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 110 6OPHOE ¢ KNOEPOYITTHHIOM:

1. He Opocaiicst B 60#. JIyqmmuii criocob: IMOCOBETOBAThCS Kak ce0s BECTU U, €CJIU HET
TOTO, K KOMY MO’KHO OOPaTUThCS, TO BHAUAJIE YCIIOKOUTHCA. ECIM Tl HAUHEITh OTBeYaTh
OCKOPOJIEHUSIMU HAa OCKOPOJIEHHS, TO TOJIBKO ellle OOJIbIIE Pa30KKellb KOH(MIIUKT;

2. YrpasJiaii cBoelt kubeppelyTarueit;

3. AHOHHUMHOCTh B CE€TH MHHMAas. CYH_IGCTBYIOT CIIOCOOBI BBIACHUTDb, KTO CTOHUT 3a
AHOHHNMHBIM aKKAyHTOM;

4. He cTouT BecTu XyJIUTAaHCKUY 00pa3 BUPTYaJIbHOU KU3HU. IHTEpHET (PUKCUpPYET BCe
TBOU JIEUCTBUSA U COXPAHAET UX. YIAIUTD UX OyZleT KpaliHe 3aTpy/IHUTEJIHHO;

5. Cobutio1aii CBOIO BUPTYaIbHYIO UECTh CMOJIOAY;

6. UrHopupyh emuHUYHBIA HeratuB. OmHOpa30Bble OCKOPOHUTEIbHBIE COOOINEHUS
JIydiiie iTHOpUpoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4aJIbHOU CTaJIhu;

7. ban arpeccopa. B IIporpammax oOMeHa MI'HOBEHHBIMH COO6H.I€HI/IHMI/I, B COIMAJIBHBIX
CETAX €CTb BO3MOKHOCTbD 6JIOKI/IpOBKI/I OTIIpaBKHU COO6III€HHI>i C OIIpE€JECJIEHHBIX aZIPECOB;

8. Ecim T cBuzerenb KubepOysutmHra. TBOWM JeWCTBUA: BBICTYIIUTh IPOTUB
Ipecjie/loBaTessA, IMOKa3aTh €My, 4YTO €ro JIEMCTBUsS OIEHWBAIOTCS HETaTHBHO,
TO/IZIePKaTh JKEPTBY, KOTOPOU HY’KHA IICUXO0JIOTHYECKasi IIOMOIIb, COOOIINUTH B3POCTBIM
0 aKTe arpecCUBHOTO MOBEJIEHUS B CETH.

MoowiIbHBIN TeJIedOH

CoBpemeHnHble cMapTGOHBI H IUIAHIIETHI COAEPKAT B cebe BIIOJIHE B3POCJIBIHI
dyHKIIMOHAJ, W Temepb OHM MOTYT KOHKYPUPOBaTh CO CTAIlHOHAPHBIMU
koMmmboTepamMu. OHAKO, CPEJICTB 3aIUTHI /11 MOI00HBIX YCTPOUCTB ITOKA OYEHH MAJIO.
TecTrpoBaHNE U MOUCK YA3BUMOCTEN B HUX IIPOUCXOJUT HE TaK MHTEHCUBHO, KaK JIJIA
ITK, To ’xe camMmoe KacaeTcss 1 MOOMJIbHBIX ITPUJIOKEHUH.



CoBpeMeHHbIe MOOWIbHBIE Opay3ephl yiKe IPaKTUYEeCKHd JIOTHAJIM HACTOJIbHBIE
aHaAJIOTH, OTHAKO paciIupeHre (PyHKITMOHAIA BJIeUET 32 COOOU OOJIBIIYIO CJI0KHOCTh U
MEHBIIYIO 3aIUIIEeHHOCTb.

Jlasieko He Bce MPOU3BOIUTENHN BHIIMYCKAIOT OOHOBJIEHMSI, 3aKPBHIBAIOIIE KPUTHYECKHE
YSA3BUMOCTH JIJIsT CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JJIs1 0€30IIaCHOCTH MOOMJIBHOTO TesiedoHa:

Hwuuero He sBJIsIeTCs IO-HACTOsAIIEMY OecIuiaTHBIM. Bysib ocTOposkeH, BeAb Korja Ttebe
MpeajiaraloT OecIIaTHBI KOHTEHT, B HEM MOTYT OBITH CKPBITHI KaKHe-TO IIJIaTHHIE

yeIyru;

Hdymaii, mpexie ueMm oTmpaBuTh SMS, ¢oto miu Buzeo. Thl TOYHO 3HAEIlIb, I/le OHU
OyZyT B KOHEUHOM UTOTE?

Heo6xoanMo 0OHOBJIATH OMEPAIMOHHYIO CUCTEMY TBOETr0 CMapTHOHA;
o3yt aHTUBUPYCHBIE TPOTPAMMBI JJ1s1 MOOMJTBHBIX TeJIe(DOHOB;

He 3arpy>1<a1>’1 IIPpUJIOZKEHUA OT HEHM3BECTHOTO HMCTOYHHUKA, BEAb OHH MOIYT COAEPXKaTb
Bp€AOHOCHOE IIpOrpaMMHO€E o6ecnequI/Ie;

[Tocyre Toro Kak ThI BBIMEIIH C CalTa, T/ie BBOAWII JIMUHYI0 WHGpOpPMANU0, 3aU/IN B
HaCTpOWKHU Opay3sepa U yjiaiu cookies;

[Tepuoinuecku MpoBepsil, Kakue IJIaTHbIE YCJIYTU aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOM1 HOMeEP MOOMJIBHOTO TesiepOHA TOIBKO JIIO/ISIM, KOTOPBIX Thl 3HAEITbh U KOMY
JTOBEPSIEIIIb;

Bluetooth momkeH OBITH BBIKJIIOUEH, KOTJIa Thl UM He MoJib3yellibes. He 3aObiBait
WHOT/Ia IIPOBEPSATH 3TO.

Online urpsr

CoBpeMeHHble OHJIAWH-UTPBI - 95TO KpacouyHble, 3aXBaThIBAIOIUE pa3BJevYeHUs,
00beIMHAIONINE COTHU THICAY YeJIOBEK IO BceMy MUpy. VIrpoKU UCCIIeAYIOT JaHHBIA UM
MHUD, OOIIAIOTCA JAPYT € APYTOM, BBITIOJHSAIOT 33J]JaHHA, CPAKAIOTCA C MOHCTpPAMHU M
MOJIy4aloT OIBIT. 3a YJOBOJBCTBUE OHM IUIATAT: MOKYHAIOT [JUCK, OIJIAYMBAIOT
aboHEMEeHT WU MPUoOpeTaIoT KaKue-TO OMITUH.

Bce aTtu cpezcrBa uAyT Ha IOJJep:KaHUMe U pa3BUTHE WUIPHI, a TaKKe Ha camy
6e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMBI aBTOPU3AIHH, BBIIIYCKAIOTCA HOBBIE AT
(rmudpoBble 3aIUIaTKU AJ1 IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HO]_IO6HI:>IX HUIpax CTOUT OIlacaTbCA HE CTOJIBKO CBOHMX COIIEPHHKOB, CKOJIBKO KPa*KuU
TBOETO0 I1ap0Jid, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOPpHU3allNU OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE€30IIaCHOCTH TBOETO HI'POBOTI'O aKKayHTa:

1. Ecstm pyroit urpok BezieT cebs1 IVI0X0 WK co3/1aeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH
€ro B CIIMCKE UTPOKOB;

2. HO)I(EUIYI‘/’IC}I AAMHUHHCTPpATOpPaM HWIPDbl Ha IIJIOXO0€ IIOBEAECHHE OJTOI'O MHIPOKA,
JKeJiaTeJIbHO ITPUJIOZKUTDh KaKKhe-TO JO0Ka3aTE/IbCTBAa B BUJI€ CKPHUHOB;



3. He ykassiBaii inuHyio nHpopMaIuio B npodaiisie Urpsl;
4. YBakall IpyTUX YYaCTHUKOB 110 UTDE;

5. He ycranaBinBai HeouInaIbHbIE TATYU U MOJIbI;

6. Mcnosib3yli cj10:KHbBIE U Pa3HbIE IAPOJIN;

7. Jlaxke BO BpeMs WUTpHl HE CTOUT OTKJIIOYATh aHTUBUPYC. Iloka ThI Urpaelib, TBOU
KOMIIBIOTEP MOTYT 3aPa3UTh.

OUIINHT WIN Kpaxa IUIYHBbIX JTaHHbIX

OOBIUHON Kpaskell JeHer U JAOKYMEHTOB CErofHs y:K€ HHKOTO He YAUBHIIb, HO C
Pa3BUTHEM HWHTEPHET-TEXHOJIOTHI 3JI0YMBIILIEHHUKH II€PEMECTIINCh B UHTEPHET, U
MIPOJIOJKAIOT 3aHUMAThCS "JTIOOMMBIM"' JIEJIOM.

Tak mosiBUIacCh HOBAs yrpo3a: HHTEPHET-MOIIIEHHUYECTBA WIN (DUIITUHT, TJIaBHAS 1IEJIb
KOTOPOTO COCTOUT B IIOJYyYEHUU KOHQUAEHIIUATbHBIX JAHHBIX IIOJb30BaTEIEH -
JIOTMHOB U napoJiei. Ha aarmiickom s3bike phishing ynraercs kak ¢umwuar (ot fishing
- ppIOHAs JI0BJIsI, password - mapoJIb).

OcCHOBHBIE COBETHI 10 OOPHOE ¢ PUIITHTHTOM:

1. Cienu 3a CBOMM aKKayHTOM. Eciud ThI IIOJ03peBaelllb, YTO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKHPOBATh €€ U COOOIUTh afl]MUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKOPeE;

2. Ucnons3yit 6e3omacHble BeO-caliThl, B TOM 4YHCJIe, HWHTEPHET-Mara3uHoB U
MIOMCKOBBIX CHCTEM;

3. Hcnosp3yii ciiokHBIE M pa3Hble mapoyid. Takum obOpa3om, eciu TeOs B3JIOMAOT, TO
3JI0YMBIIIJIEHHUKY TIOJIyUYaT JIOCTYI TOJIBKO K OTHOMY TBOeMY MPO(QIIIIO B CETH, a HE KO
BCEM;

4. Ecyin Te6s1 B31OMasu, TO He0OXOUMO IIPETyIIPE/INTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE
nmo0aBjieHbI y TeOST B JIPY3bSX, O TOM, UTO TeOs B3JIOMAJl M, BO3MOKHO, OT TBOETO
UMeHU OyZleT pacchlIaThCs CIlaM M CChIKM Ha (DUIITUHTOBBIE CANTHI;

5. YcraHoBH HaJieskHbIH 11aposib (PIN) Ha MOOMIbHBIN TestedOH;
6. OTKIIOUN COXpaHEHHe [1apoJis B Opaysepe;

7. He oTkpbIBail (ailyibl U JIpyrue BIOKEHHUs B IMUChbMaX, JaXKe eCJIM OHU IPHUIILUTH OT
TBOUX JIpy3el. JIydile yTOUHU Y HUX, OTIIPABJIAJIN JIU OHU Tebe 3TH (haiiIbl.

HudposBasa pemyranusa

[{udpoBas pernyTaius - 3TO HeTaTUBHAs WJIN IMO3UTHBHasI WH(oOpMaIs B ceTu o Tebe.
Komnpomerupyromass uHpopmarus, pa3MellleHHass B UHTEPHETe, MOKET CEPhe3HBIM
00pa3oM OTpa3UThCA HAa TBOEH peasibHOM »KU3HHU. 'lludpoBas pemyTanusa’ - 3TO TBOU
UMUK, KOTOPBIH hopMupyertcs u3 nHGOpMaIuu o Tebe B UHTEPHETE.

TBoe wmecTO KHUTEJIbCTBA, y‘-Ie6bI, TBOE (I)I/IHaHCOBOG IIOJIOZKEHHE, 0CcOOEHHOCTHU
XapaKTepa U paCCKa3bl O OJIMBKHUX - BCE OTO HAKAILJIMBAETCS B CETH.



MHoOTrHe IOoIPOCTKHU JIETKOMBICJIEHHO OTHOCSTCSA K ITyOJIUKAIIUY JIMYHOH HHGOPMAIIUH B
VHTEepHETe, HE TIOHUMAs BO3MOXKHBIX MTOCIeACTBUM. ThI Jlaske He CMOXKEIIb I0TaflaThCsl
0 ToM, uTo oTorpadusi, pazMellleHHas 5 JIeT Ha3ajl, cTajla IPUUYNHON 0TKa3a MPUHSITH
Tebs1 Ha paboTy.

KommenTapuu, pasmemnieHne TBoux Qotorpaduii U Apyrue AeUCTBUSA MOTYT He
HMCUYE3HYTh Jla’Ke IIOC/Ie TOTO, KaK Thl MX yAIHIb. Thl HE 3HAEIIb, KTO COXPAHWI 3TY
vHopManuio, momnaja JU OHAa B IOWCKOBBbIE CHUCTEMBI U COXPAaHWIACh JIM OHA, a
[JIaBHOE: YTO MOAYMAIOT O Tebe OKpY»Kaloll[he JII0/IU, KOTOpPble HAWIyT U YBUJAT 9TO.
Hatiti nagopManmo MHOTO JIET CIICTs CMOKET JIF0O0U - KaK U3 T0OPBIX MOOYKAEHUH,
TaK U ¢ HAMEePEHHEM MPUIYNHUTH BpPel. ITO MOKET OBITH KTO YTOTHO.

OcCHOBHBIE COBETHI 110 3aIuTe MUGPOBOU PEITyTAIIHH:

1. [Togymaii, mpek/ie ueM 4YTO-TO IyOJIMKOBATh W IlepejlaBaTh y cebs B OJiore wid B
COIIMAJIBHOM CETH;

2. B HacTpoiikax mpoduis yCTaHOBYU OIPAaHHMYEHHA Ha IIPOCMOTP TBOEro MPOMUJIsS U €r0
COJIEP?KMMOTO, c/ieJIall ero TOJIBKO "I py3ei';

3. He pasmernaii u He ykaspiBaii HHGOPMAIHIO, KOTOPasA MOYKET KOTr0o-JIH00 0CKOPOJIATH
WJIA O0UKATh.

ABTOpCKOE IIPAaBO

CoBpeMeHHbIE IIKOJHHUKU - AKTUBHBIE IIOJIb30BATENU IHUGPOBOTO ITPOCTPAHCTBA.
OpHako Jlajleko He BCe 3HAKT, YTO II0JIb30BAaHUE MHOTHUMH BO3MOKHOCTSAMU
rdpoBoOro Mupa TpedyeT coOI0IeH s TPaB Ha HHTEJUIEKTYyaJIbHYI0 COOCTBEHHOCTbD.

TepMuH "UHTe/IEKTyaJbHAasi COOCTBEHHOCTH' OTHOCUTCA K PA3JIMYHBIM TBOPEHUAM
YyeJIOBEYECKOTO yMa, HAUMHASA C HOBBIX H300peTEHWH U 3HAKOB, 0003HAUYAIOIINX
COOCTBEHHOCTh HA TPOAYKTHl U YCJIYTHU, U 3aKaH4YMWBasA KHUTaMu, ¢oTorpadusamu,
KUHODUIBMAaMU U MYy3bIKaJIbHBIMU IIPOU3BE/IEHUAMU.

ABTOpPCKHE ITpaBa - 3TO IIpaBa Ha UHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTh Ha ITPOU3BEEHMUS
HAyKH, JIUTEPATypPbl U UCKYyCCTBa. ABTOPCKHE IpaBa BBICTYMAIOT B KayeCcTBe rapaHTUH
TOTO, YTO UHTEJIJIEKTYaIbHBIN/TBOPUECKUU TPY/I aBTOPA He OyAEeT HAIIPACHBIM, JIACT EMY
CIpaBe/JINBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3yjbTaTaX CBOEro TPYAd, IMOJIYyUYUTHh
HU3BECTHOCTH U Npu3HaHue. HUKTO 6e3 pa3peleHns aBTopa He MOKET BOCITPOU3BOJIUTH
€ro TIpPOU3BEJeHHE, PaCIPOCTPAHATh, IIyOJUYHO JE€MOHCTPUPOBATh, IIPOJIABaTh,
HMIIOPTUPOBATh, IyCKaTh B MPOKAT, IyOJTUUHO HCIIOJHATH, ITOKA3hIBAThH/UCIIOJIHSITh B
a¢dupe win pazmemars B VIHTEpHETE.

Hcnonb3oBanue "mUpaTcKoro' IpOrpaMMHOrO oOecliedeHHsl MOXKeT IIPUBECTH K
MHOTHM PHCKaM: OT IOT€PU AAHHBIX K TBOMM aKKayHTaM J0 OJIOKUPOBKU TBOETO
YCTPOWMCTBa, I7ie yCTAHOBJIEHA HeJleraabHas mporpamMmma. He cTouT Takke 3a0bIBaTh, 4YTO
CYIIIECTBYIOT JIeTaJIbHbIE U OecIIaTHBIE IIPOTPaMMbI, KOTOPbIE MOKHO HAaWTH B CETH.



