JleHicTByIOIIAA PEIAKITHS
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O manpasjennu nHGopmManuu

JlemapraMeHT TOCyapCTBEHHOH TIOJMUTHKU B cdepe o0mero obpa3oBaHUA
MwuHoOpHayku Poccum HampamiseT JUisi CBefleHHs pa3paboTaHHble BpemeHHOM
komuccuet CoBera ®exepanuu 1O pa3BUTUI0 HHGOPMALIMOHHOTO 0OIIECTBa
METOANYECKNEe pPEKOMEHJAIMKU O pa3MellleHNHd Ha HWHOOPMAIMOHHBIX CTEHAAX,
oDUIUATBLHBIX  WHTEPHET-caTax W APYruxX  WH(OPMAIIMOHHBIX  pecypcax
00111e00pa30BaTEIbHBIX OPTraHU3AIMH ¥ OPraHOB, OCYIIECTBJISIOIIUX YIPAaBJIEHUE B
cdepe obpasoBanusa, nHGOPMAIIUK 0 6€30MIACHOM IMOBEIEHUH U WCIOJIb30BAHUU CETH

1

'UnuTepHer”.

HupekTop [emapramenTa
A.E.Iletpos
[Ipunoxxenue

[Tpunoskenne. MeToamyeckne peKOMEH/IAIIAH O pa3MellleHUH Ha MHPOPMaIIMOHHBIX
cTeH/1ax, O(PUITHAIPHBIX HHTEPHET-CAaUTaX U APYTUX HHGOPMAIMOHHBIX pecypcax
00111e00pa30BaTeIbHBIX OPraHU3AIUI U OPTaHOB, OCYIIECTBIIAIONINX YIIPABJIeHUE B
chepe obpazoBanms, HHHOPMAITUH O OE30IIACHOM MTOBEJIEHUH U UCIIOJIb30BAHUH CETU
"UuTepHet"

dkcrepraMu W 4yieHaMu BpemenHoil komuccum CoBera Pefepanmuy IO Pa3BUTHIO
WHOOPMAIIMOHHOTO 0O0IIecCTBa B paMKaX BBITIOJIHEHUS PEKOMEH/IAINI apIaMeHTCKIX
CaymiaHuU "AKTyasIbHbIE BOIIPOCHI ObecrieueHus1 OE30TacHOCTH W Pa3BUTUS JETEU B
nHGOPMAIIMOHHOM IPOoCTpaHCcTBe", KOoTophle mponuin B CoBere ®enepanuu 17 anmpesis
2017 Tr., ObUTH pa3paboTaHbl MeTOAWYECKHEe PEKOMEHJIAIlUM O pa3MelleHUH Ha
WHQOPMAIIMOHHBIX  CTeHAAaX, OQUIHAIBHBIX  WHTEPHET-caliTax ©  JIPYTHUX
MHQOPMAIIMOHHBIX pecypcax o001eo0pa3oBaTeIbHBIX OPTraHU3AIUH U OPraHOB,
OCYIIECTBJIAIONIUX yIpaBjeHHe B cdepe obpazoBaHus, uHdopmanuu o 0e30I1acCHOM
TOBEJEHN W WCIOJb30BaHWU ceTu "HHTepHeT' (masiee - MeTOAWYECKHUE
PEKOMEH/IAITH ).

MeTroauueckmue peKOMEHJAIIMKU HallpaBJeHbl HA KavyeCTBEHHOE ITOBBIIIIEHHE YPOBHSA
nHGPOPMAIIMOHHON eATEIHHOCTH 001e0bpa3oBaTeIbHBIX OPraHU3aIuil U OPTaHOB,
OCYIIECTBJIAIONINX yIpaBjieHue B cdepe 00pa3oBaHHsA, B YaCTH HHOOPMHPOBAHUSA
yJaluxcsl, UX poauTesel (3aKOHHBIX IIPe/ICTAaBUTENIEH) U Ie/JarOTHYECKUX PAOOTHUKOB
00 OCHOBHBIX acHeKTax HHQOPMAIIOHHOU 0€30ITacCHOCTH.

MeToiyecKkrie peKOMeHAlNy I03BOJIAT 00Ieo0pa30BaTeIbHBIM OpPraHU3aluAM U
opraHaM, OCyIIeCTBJISIIOIINM yIIpaBjeHue B chepe 00pa3oBaHMs, aKTyaTU3UPOBATH yiKe
HCIIOJIb3yeMble U pa3MellleHHble NHQOpMaIOHHbIE MaTepUaJsbl, TaK U MOATOTOBUTH UX
B CJIy4yae UX OTCYTCTBUS C yU€TOM JIyUIINX IPAKTUK U PeKOMeH/IaIui.

B pPaMKaxX METOANYECKUX peKOMeH,IIaHI/Iﬁ paccMaTpuBarOTCA CIeAyIOIMUEe NHCTPYMEHTHI:
1. I/IH(I)OpMaIII/IOHHI)Ie CTEeH/AbI;

2. opurasIbHble UHTEPHET-PECYPCHI;
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3. cpezicTBa MaccoBoM MH(MOpManuu (IIIKOJIbHBIE Ta3eThl, IIeJJarOTHYECKHEe U3TaHUA U
JIpyTHE).

MHdopMaLNOHHbIE CTEHbI

Ha wHpoOpMaIMOHHBIX CTeHZAaxXx B  00Ieo0pa3oBaTeJbHBIX  OpPTaHU3AIUAX,
PACIIOJIOKEHHBIX B (poiie yupekeHul U B KaOWHEeTaxX, OCHAIIEHHBIX ITePCOHATLHBIMU
yCTpoHcTBaMH JIA  BBIXOAAa B ceTh 'HTepHET', pEKOMEHJyeTCsl pPa3MeCTUTh
WHDOpMaIMOHHbIE TAMATKH, COJiep)Kallie OCHOBHBIE COBETHI II0 OOeCIeYeHUI0
MHOpMaAIIMOHHOU 6€30TIaCHOCTH YYaIIHXCs.

B npuioxkenun NO 1 K METOAWYECKUM PEKOMEHIAIUAM ITIpe/icTaBIeH 0Opa3er HaMsATKU
JUIA pa3MellleHus Ha MHQOPMaIUOHHBIX CTeH/IaX.

CpeactBa maccoBou nHopmaumm

B cpexmctBax MaccoBou uH@OpMAIMM, OPUEHTHPOBAHHBIX HA O0y4aroIIuxcs,
peKOMeH/IyeTcsl B TeueHUe yueOHOTo Tofja PeryyAapHO MyOaInKoBaTh MHGOPMAIMOHHbIE
MaTepUaJIbl, TIOCBAIIEHHbIE OT/IeJIbHBIM acleKTaM WHQOPMaluoOHHOM 6e30macHOCTH, a
TaK>Ke pa3InyHble MaMATKHU O0IIero XxapakTepa.

B cpencrBax wmaccoBod uWHGpOPMAaNWU, OPUEHTUPOBAHHBIX Ha I1€JarOTUYECKYIO
OOIIeCTBEHHOCTh, PEKOMEH/YeTCs B TeueHHe KaJeHJApHOTO To/ia PEeryJIsIpHO
my6IMKOBaTh WH(OpPMAIMOHHBIE MaTepUasbl, IMOCBAIIEHHbIE OTAEJIbHBIM acHeKTaM
MHOOPMAIIMOHHON 6e30macHOCTH Kak HeCOBEPIIIEHHOJIETHUX, TaK u
00111e00pa30BaTeIbHBIX OpPraHU3aIUi, a TakXKe pa3jIMuHble NaMATKH, 0030pbI
HOPMATHBHO-TIPAaBOBOTO  PEryJMPOBaHUA JaHHOU cdepbl u UHPOPMALNHIO O
aKTyaJIbHBIX MEPOIIPUATHAX U COOBITUAX B JAHHOU cdepe.

B xome mnpoBemenusi EawHOoro ypoka mo Oe3omacHocTH B ceTd | HTEpHeET"
PEKOMeHIyeTCs O0EeCIeYUTh BBIMMYCK TEMaTHUYECKOTO BBIMTyCKA CPEACTBA MacCOBOU
nHoOpManuu JIM00 cepuu MyOJIUKAIIN, CPe/I KOTOPBIX PACCMOTPETh OPraHU30BaHHbIE
MEPOIPHUATUS JJIs OOydJalolIuXcs, WX PpOJHuTeNedl (3aKOHHBIX IIPEACTAaBUTENENH) WU
e arorudeckou o0IIeCTBEHHOCTH.

OdomumanbHble VIHTepHeET-pecypchl

OO61ieo06pa3oBaTesIbHBIM OpraHU3ALUAM pPEKOMEeHJIyeTcsl Ha CBOUX OQUIIHATIBHBIX
HHTepHeT-pecypcax  obecrieyuth  (QYHKIIMOHUPOBAHHE  CAMOCTOATEJIBHOTO U
CIleraIu3upOBaHHOTO paszena "HMHdpopmanmoHHass 0e30macHOCTh'', B paMKax
KOTOPOTO IIPEAYCMOTPETDh Pa3MelleHHe caeAyIonel nHPOpMaIuu:

®opmMmar
N Paznen/moapaszaen MpeACTaBICHUS ConeprkaHre MaTepruagoB
MaTepuasoB

JlokanbHbIe Pasmemarorcss KomuM JIOKYMEHTOB,
HOPMATUBHBIC aKTHl B T.€. CKaHUPOBAHHBII BapHaHT
1 chepe obecrieyenust | Konmnu mokymMeHTOB B | AOKYMEHTAa, COOTBETCTBYIOIUI
" | uH(OPMAIMOHHOMI dopmare *PDF TpeOOBaHUAM K napaMerpam
0e30IMacHOCTH CKaHMPOBAHHS. Pasmemarorcst
00yJaromuXxcst JOKYMEHTHI, perIaMEeHTHPYIOTIUE
OpraHU3aIHIo " paboty c
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NEpCOHAIbHBIMU ~ JAHHBIMU, IIJIaHbI
MEpPOTIPUITHH ~ TO  OOECIeYEHUIOo
MH(POPMAIIMOHHOMN 0€3011aCHOCTH
00ydJaronmxcs u Ipyrue.

[TyOnuKyIOTCS aKTyallbHbIE CBEICHUS
0 (QenepalbHBIX UM PETHOHAIBHBIX
3aKOHAaX, MHUCbMaX OPraHOB BJACTH U

npyrue HOPMaTUBHO-TIPaBOBbBIE
JOKYMEHTHI, perJamMeHTHpYIoIIne
2 Hopmartushoe Komuu nmoxkymMeHTOB B | obecrieueHue uH(pOPMAITMOHHON
" | perynupoBaHHE dbopmare *PDF 0€301acCHOCTH HECOBEPIIICHHOJICTHHUX.
Jonyckaercs BMECTO KON I
pa3mMeniarhb TUIEPCCHUTKU Ha
COOTBETCTBYIOIIME JOKYMEHTHl Ha
caiiTax OpraHoB TOCyJAapCTBEHHOU
BJIACTH.
Pa3zmemarorcs METOINYECKUE
TexkcTt Ha CTpaHHULEC PEKOMCHOaIun u YKa3bIBACTCA
AT uHpopMauss O  MEPONPUATHUAX
Ilegarornueckum canta (bopmar porip ’
3. MIPOEKTaxX U porpaMmax,
paboTHHKaM K
OIIMK JTOKYMCHTOB B | HamnpaBJICHHBIX Ha IOBBIIICHUE
¢opmare *PDF UHQPOPMAIIMOHHOM IPaMOTHOCTH

neaarorutdeCKmux pa6OTHI/IKOB.

Pa3memaercs nH(pOpMaIMOHHAS
nmamarka (mpwioxkenne Ne 2) wu
Ka3bIBaCTCS uHpopManus 0
Tekct Ha cTpaHuULE M (bopmary
4. | Obyyaromumces caiita MEPOTIPUSITHSX, MPOEKTaX u
mporpaMMax,  HalpaBJICHHBIX  Ha
MOBBILICHHE nH(pOpManOHHON
IPaMOTHOCTH OOYYaIOLTHXCSl.
Poaurensm
5 (3aKOHHBIM Texkct Ha crpanune | Pasmemaercs nH(pOpManoHHas
" | mpeACTaBUTENSIM) calTa nmamsarka (opuaoxkenue Ne 3).
oOydJaronuxcs
Pazmemaercs uHpopManus 0
PEKOMEHIYEMBIX K HCIOJIb30BAaHUIO B
Hlerckue Oe3omacHble | TeKCT Ha CTpaHHUIE
6. y4eOHOM  mporecce  Oe30MmacHbBIX

CalThI caira N
caiTax, OaHHEPHI 0e30macHbIX

JIIETCKUX CalTOB.

OpraHam, OCYIIeCTBJIAIONIUM yIIpaBjeHue B cepe oOpa3oBaHUsA, PEKOMeHAyeTcs Ha
ceoux odunmanbHbIx  VHTEpHET-pecypcax  obecneduTbh  (YHKIIMOHUPOBAHUE
CaMOCTOATEJIPHOTO W CIIENHAJIU3UPOBAaHHOTO  paszzaena  "MudopmanumonHas
06e30macHOCTh', B paMKaxXx KOTOPOTO IIPeyCMOTPETh pa3MellleHue CcjeAyollei
nHpopManuu:

IIpunoxenue N° 1
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[Tpunoxenwne 1. [TamsaTka 151 obygaromuxcs 00 "HGOPMAITMOHHOU 0€30ITaCHOCTH
neren
HEJIb341

1. Bcem moapsa coobmaTh CBOIO YacTHYIO MHGoOpManuio (HacTosIue uMsa, GaMuInio,
TesieoH, azpec, HOMEP IIKOJIbI, a Tak:Ke poTorpaduu CBOU, CBOEN CEMbH U IPY3eH);

2. OTKpBIBaTh BJjIOKeHHBbIe (alIbl 3JIEKTPOHHOU IIOYTHI, KOIZa He 3Haellb
OTIIPABUTEJIA;

3. FPY6HTL, npuanpaTbCAa, OKa3blBaTb JaBJICHHE - BECTH ce0s1 HEBEXKJIMBO U arpeCCruBHO;

4. He pacnopsokaiicss ieHbraMH TBOeW ceMbH 0e3 paspellleHHs CTapIIux - Bcerjaa
cIIpalliiBayl poauTesie;

5. He Bcrpeuatica ¢ VHTepHET-3HAKOMBIMH B peaJbHOU KU3HU - IOCOBETYHCSA CO
B3POCJIBIM, KOTOPOMY JIOBEPSIEIITb.

OCTOPOXKHO

1. He Bce numyt npaBay. Yutaemb o cebe HelpaBay B MHTepHeTe - co06IIM 06 5TOM
CBOUIM POJIUTEJISIM WJIA OTIEKYHAM;

2. [TpursamarT IepenuchIBaThCA, UTPATh, 0OMEHUBATHCS - ITPOBEPH, HET JIU MTO[BOXA;
3. HezakonHoe konmpoBaHue ¢aiyioB B IHTepHETE - BOPOBCTBO;
4. Becerpia pacckaspiBail B3pOCIBIM O IPOOJIEMax B CETH - OHU BCETja IIOMOTYT;

5. I/ICHO)ILB}’ﬁ HaCTpOﬁKH 06€e30IMacHOCTU U IIPUBAaTHOCTH, 4TOOBI HE IIOTEPATH CBOH
AKKAYHTbI B COLICETAX U APYTUX ITIOPTaIaX.

MOYKHO

1. YBaskail IPyTrux Moib30BaTese;

2. [Tosp3yerbesi IHTEPHET-UCTOYHUKOM - JieJIall CChUIKY Ha HETo;
3. OTKpBIBaH TOJIBKO T€ CCHUIKH, B KOTOPHIX YBEPEH;

4. O6maThesA 3a TOMOIIBIO B3POCJIBIM - POAUTEIH, ONEKYHBI U aIMUHUCTPAIIUS CalTOB
BCer/ia IOMOTYT;

5. Ilpoiimu oOyuenme Ha caiite "CeTeBHMYOK' H TOJYYH IMACIOPT ITHMPPOBOTO
rpakJaHuHal

[Ipunoxkenue NQ 2

[Tpunosxkenwue 2. MTHGOpManoHHAS TaMATKA JIJIs1 00yJaroNUXCs A1 pa3MeleHus Ha
odUIATbHBIX UHTEPHET-PeCcypcax

C xaXJbIM T'OZIOM MOJIOZIE?KU B MHTEPHETE CTAHOBUTCA OOJIbIIIe, a IITKOJIBHUKYU OJTHU U3
caMbIX aKTUBHBIX I10JIb30BaTesiell PyHera. Mexy TeM, IOMHUMO OTPOMHOTO KOJIMYECTBA
BO3MOJKHOCTEH, MHTEPDHET HeceT M IpobJsieMbl. JTa IMaMsATKa JOJDKHA MOMOYb Tebe
0e30IMmacHO HaXOUTHCS B CETH.

KoMmnbrorepHbie BUPYyChI



KoMIpOTepHBIF  BUpPyC - OTO PA3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTPAMM,
OTJIMYUTEIbHOU O0CODEHHOCTBI0O KOTOPOU ABJISIETCA CHOCOOHOCTh K pPa3MHOXKeHHI0. B
JIOTIOJTHEHNE K 3TOMY, BHPYCHl MOTYT IOBPEAUTH WJIM IOJHOCTHIO YHHYTOXKUTH BCE
daitipl U JaHHBIE, MOAKOHTPOJIBHBIE II0JIB30BATEN0, OT HMMEHU KOTOpOro ObLia
3amyleHa 3apakeHHas IIporpaMMa, a TakiKe IOBDEAUTh WIN JakKe YHUUYTOXKUTD
OIIEpAallIOHHYI0 CHUCTEMY CO BceMHu (aiysamMu B I[eJIoM. B OOJBIIMHCTBE CiIydaeB
PacCIpoCTPAHSIOTCA BUPYCHI YepPe3 UHTEPHET.

MeTozbl 3aIIIUTHI OT BPEAOHOCHBIX ITPOTPAMM:

1. HCHOJILB}’?I COBpPEMEHHBIE OIl€pAallMOHHbIE€ CHUCTEMbI, HMEIOIIE CprGSHbeI YPOBEHDb
3allIUTBI OT BPEAOHOCHBIX IIPOTPaMM;

2. [TocTossHHO ycTaHaBAMBaKW madyTH (IU(POBBIE 3aIUIaTKH, KOTOPble aBTOMATUYECKHU
yCTAHABJIUBAIOTCSA C IEJbI0 JIOPAaOOTKU MPOTrpaMMbI) U JIpyrue OOHOBJIEHUS CBOEM
oreparoHHON cucremMbl. CKaunBall UX TOJHKO ¢ OQUIIMATBLHOTO calTa pa3paboTUnMKa
OC. Ecau cyiiecTByeT pexXUM aBTOMAaTHYECKOTO OOHOBJIEHHU S, BKJIIOYH €T0;

3. PabGotaii Ha cBOEM KOMIIBIOTEPE 11O/ IIpaBaMU I10JIb30BaTEJIA, 4 HE a/IMHUHUCTpPATOpPA.
OTO HEe MO3BOJIUT 6OJII:>I_I_II/IHCTBy BPpE€AOHOCHBIX IIPOIrpaMM HHCTAJJINPOBATBCA HA TBOEM
IIEPCOHAJIBHOM KOMIIBIOTEDPE;

4. Vlcriosip3yii aHTUBUPYCHBIE ITPOTPAMMHBIE ITPOJIYKThI H3BECTHBIX ITPOU3BOJIUTEJIEH, C
aBTOMAaTHUUYECKHUM OOHOBJIeHHEM 0a3s;

5. Orpanuub GU3NIECKUH JOCTYT K KOMITBIOTEPY JIJIsI TOCTOPOHHUX JIUII;

6. Vcnosp3yli BHENITHME HOCUTENN WHGPOPMAIUH, TaKhe Kak (Jiemka, JUcK win (aia
13 UHTEPHETA, TOJIbKO U3 TPOBEPEHHBIX HCTOYHHUKOB,;

7. He OTKpBIBail KOMIIBIOTEPHBIE (haMIbI, IIOJyYeHHbIE U3 HEHAAEKHBIX UCTOUHHKOB.
Jaxke Te (paiyibl, KOTOPhIE MIPUCIA TBOM 3HAKOMBIH. JIydllle yTOUYHH Y HETO, OTIIPABJISII
JIU OH Tebe ux.

Cetun WI-FI

Wi-Fi - 9To He BUJ| mepe/lauul JaHHBIX, HE TEXHOJIOTHA, a BCETO JIUIIb OpEH/l, MapKa.
Eme B 1991 rosy HujepJiaH/CKasA KOMHaHUA 3aperucrpupoBaia openg "WECA", uro
obo3Hauaso cioBocoueranne "Wireless Fidelity", koTopmili mepeBogHTCA Kak
"GecIpoBOIHAS TOYHOCTD .

Jlo Hammero BpeMeHH JolLIa JApyrasg ab0OpeBHaTypa, KOTOpas SBJISIETCA TAKOU Ke
TexHoJiorueil. Ato abbpeBuarypa "Wi-Fi". Takoe Ha3zBaHue OBLIO JJaHO C HAMEKOM Ha
CTaHJApPT BBICIIEW 3BYKOBOW TexHWUKU Hi-Fi, uTo B mepeBojie 03HauvaeT "BBICOKASA
TOYHOCTH .

Jla, OecrlaTHBIM MHTEPHET-ZOCTYI B Kade, OTeJIAX U a3pOIIOPTax SIBJIAETCS OTIMYHOU
BO3MOJKHOCTBIO BBIXOJla B WHTepHeT. HO MHOrMe BOKCHEPThI CYUTAIOT, UTO
obmenoctymnabie Wi-Fi ceTn He ABIAIOTCA 6€30IMaCHBIMH.

CoseTsl o 6e301macHOCTH pabOTHI B OOIIEIOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBowo JIMUHYIO HHMOpManuio udepe3 obmienoctymabie Wi-Fi cerm.
PaboTas B HUX, KeJIaTeJIbHO He BBOJIUTH MAapPOJIU OCTYIIA, JIOTUHBI U KAKHe-TO HOMepa;



2. Mcnosnp3yit 1 0OHOBJISAN aHTUBUPYCHBIE IIPOrpaMMbI U Opanamayep. Tem cambIM ThbI
obe3omacuInb ceds OT 3aKaUYKH BUPYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnons3oBanum Wi-Fi orkiatoun dynknuio "OOmuit moctyn k daiiam u
npuHTepam'. J[lamHas GyHKIUA 3aKphITa 10 YMOJYAHHUIO, OJHAKO HEKOTOPHIE
II0JIb30BaTEIN aKTUBUPYIOT €€ /11 y/I00CTBa UCIIOIb30BaHUA B paboTe Win yueole;

4. He ucnionp3yit mybsmmunasiin WI-FI 111 mepeiayu TUIHBIX JAHHBIX, HAIPUMEP JIJIA
BBIXO/]a B COIIMAJIBHBIE CETU WJIH B 3JIEKTPOHHYIO IIOUTY;

5. Mcnmonb3y# Tosibko 3armmuineHHoe coenuHenue uyepe3 HTTPS, a ue HTTP, T.e. mpu
Habope BeO-azpeca BBojiu uMeHHO "https://";

6. B wmobunbHOM Tenedone oTkiaoun ¢yHkiuio [logkimoueHue k- Wi-Fi
apTomatuuecku'. He flomyckail aBTOMaTHYeCKOro MOAKIIOUEHUs YCTPOUCTBA K CETSAM
Wi-Fi 6e3 TBOeTO cornacus.

COI.II/IaJII)HI)Ie cetTnu

ComuasibHbIE CEeTH aKTHBHO BXOJAT B HAIIy JKU3Hb, MHOTHE JIIOJIH PAOOTAIOT U JKUBYT
TaM IOCTOSTHHO, a B Facebook y»ke 3aperucTpupoBaH MULTAAP/] YETIOBEK, UTO SIBJISIETCS
OZIHOI CeIbMOU BCeX KHUTeJIeH IIaHeTbl. MHOrWe II0JIb30BaTeJIM He IMOHMMAIOT, 4TO
nHopManus, pa3MelleHHAass UMH B COIIMAIBHBIX CETAX, MOXKET ObITh HalJleHa |
HCIIOJIb30BaHa KEM YTOHO, B TOM YHCJIe He 00s13aTeIbHO ¢ 6J1aruMu HaMepeHUsIMU.

OCHOBHBIE COBETHI 110 0E30IIaCHOCTH B COIlMAIbHBIX CETAX:

1. OrpaHuYyb CHUCOK JIpy3eil. ¥ Tebs B Apy3bsaX He JOJIKHO OBITh CIy4allHBIX U
HEe3HAaKOMBIX JIIOJel;

2. 3amuinai cBow YacTHyIo ku3Hb. He ykaspiBail maposiu, TesedoHBI, aapeca, AaTy
TBOETO POXJEHUA U [JAPYIyI JIMYHYI0 HHQOPMAIUIO. 3JIOYMBIIUIEHHUKUA MOTYT
HCIOJIb30BaTh JAa)ke WHQMOpPMAIMI0 O TOM, KaK Thl U TBOW POJAUTENH IUJIAHUPYETe
MIPOBECTU KaHUKYJIBI;

3. 3amnuimai CBOIO PEIyTaIHIO - IEPIKH €€ B YUCTOTE U 3a7laBail cebe BOIPOC: XOTeJT ObI
ThI, UTOOBI JPyTHE T0JIb30BATEIN BU/IEIU, YTO THI 3arpyskaelib? Iloaymaii, mpex/ie yeM
YTO-TO OITyOJTMKOBATh, HATIMCATD U 3aTPY3UTh;

4. Ecsin ThI TOBOpPUIIIB C JIFOJIbMU, KOTOPBIX He 3Haelllb, He UCIIOJIb3yH CBOE peayibHOe
UM U JPYTYIO JUUHYI0 HHPOpMaIU: UM, MEeCTO KUTEIbCTBA, MECTO YUeObl U IIpoUee;

5. M36eraii pasmemienus ¢gororpaduii B IHTEpHETE, T/I€ THI N300pakeH HA MECTHOCTH,
IO KOTOPOH MOKHO OIIPEJIEJIUTH TBOE MECTOIOJIOKEHUE;

6. ITpu perucrparnuu B COIUAIBHOU CeTH HEOOXO0IMTMO UCIIOIb30BaTh CJIOKHBIE TTAPOJIH,
cocrosye u3 OykB u mudp U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;

7. IJIs1 comuasibHON CETH, IMOUTHI U JIPYTHUX CAUTOB HEOOXOIMMO HCIIOJIb30BaTh Pa3HbIE
maposiu. Torga ecsim Tebs B3JIOMAOT, TO 3JI0YMBINJIEHHUKH TOJIy4YaT JAOCTYH TOJIBKO K
OTHOMY MECTY, a HE BO BCe Cpasy.

AJIEeKTPOHHBIE JeHbI'U

ONIeKTPOHHbIE JIEHBIU - 5TO OUeHb YZAOOHBIN cIOCO0 MjiaTekei, 0JIHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJIYIUTh 3TH JEHBTH.



JJIEKTPOHHBIE JIEHBI'M MOSIBUJIMCH COBCEM HEIABHO U MMEHHO M3-3a 3TOTO BO MHOTHX
rocy/IapcTBax JI0 CUX IIOP He MPOITMCAHO PO HUX B 3aKOHAX.

B Poccuu xe OHM (QPYyHKIHMOHUPYIOT U O HHUX yKe IIpONMCAHO B 3aKOHe, I/le HX
Ppa3AenAT Ha HECKOJIBKO BU/IOB - aHOHMMHBIE U He aHOHUMHBIe. Pa3Hunia B Tom, 4TO
QHOHUMHBIE - 9TO Te, B KOTOPBIX paspellaeTcs MPOBOAUTH omepanuu 06e3
HWJICHTU(PUKAIUY T10JIb30BaTessA, & B HEAaHOHUMHBIX WJAEHTU(QUKAIUA I10Jb30BaTesIA
ABJIsI€TCS 003aTeIHHOM.

Taxoxe cJIeaAyeT pa3jindaThb 9JIEKTPOHHLBIE (I)I/IaTHbIe A€HbI' (paBHI)I ToCyaAapCTBEHHbBIM
Ba)IIOTaM) " SJIEKTPOHHbIE HeCI)I/IaTHI)Ie A€HbI' (He PaBHBI TOCYAapPCTBEHHBIM Ba)IIOTaM).

OcHOBHBIE COBETHI 10 Oe30macHON paboTe ¢ 37IeKTPOHHBIMU IEHbraMu:

1. [IpuBs:ku K cueTy MOOWIBHBIN TejleOH. ITO caMbIil yIOOHBIM U OBICTPBIN CIIOCO0
BOCCTAaHOBUTH JOCTYH K cueTy. [IprBsA3aHHbBIN TesleOH TOMOXKET, ecyiu 3a0y/ellb CBON
TUTATEXXHBIN MAapOJIb UJIN 3a/IENTh HA CAUT C HE3HAKOMOTO YCTPOUCTBA;

2. Vcnosnp3yit ogHOpa3oBbie maposu. [locie mepexona Ha YCUJIEHHYIO aBTOPHU3AIIHI0
Tebe yke He Oy/IeT yrpokaTh OMMACHOCTh KPaXKU WJIM IepeXBaTa IJIaTeKHOTO apoJIs;

3. Boibepu cioxubI maposib. IlpecTymHukam OyZeT He MPOCTO YraZaTh CJIOMKHBIN
naposib. HaziesxHble 1aposiu - 9TO Mapojd, KOTOpble coJiepKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUHBbIE U IPONHCHBIE OYKBBI, ITUGPHI U HECKOJIBKO CHMBOJIOB,
TaKye KaK 3HaK JloJuiapa, GyHTa, BOCKJIUIATEIbHBIN 3HaK U T.11. Hanpumep, $tRong!;;

4. He BBOZIM cBOM JIMUHBIE TaHHBIE HAa CAliTaX, KOTOPHIM HE JIOBEPSIEIIb.
AJIeKTPOHHAaA MoUTa

DJIEKTPOHHASA TI0YTA - 3TO TEXHOJIOTUS U IIPEIOCTABIIsIEMbIE €10 YCIIYTH 110 TIEPECHIIKE U
TIOJIyYEHHUIO0 B3JIEKTPOHHBIX COODOINEHHN, KOTOPbIE PACHPENEISIOTCA B KOMIIBIOTEPHOU
cetd. OOBIYHO OJJIEKTPOHHBIN IIOUTOBBIA SIIUK BBIIVIAAUT CJIEAYIOIMAM 00pa3oM:
UMSI_I10JIb30BaTe/ A @UMs_oMeHa. Takyke KpoMe mepeladyd MPOCTOTO TEKCTa, HMEETCS
BO3MOXKHOCTb IIe€peJIaBaTh (DamIbl.

OcCHOBHBIE COBETHI 110 OE30T1aCHOM paboTe ¢ 3JIEKTPOHHOM ITOYTOM:

1. Hazro BrIOpaTh mMpaBUJIBHBINM TOYTOBBIN cepBUC. B HHTepHETE eCcTh OTPOMHBIN BBIOOD
OecryIaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO JIydllle JIOBEPATHh TeM, KOTO 3HAaellb U KTO
MIepBBIN B PEUTUHTE;

2. He ykaspiBail B TUUHOU moute JM4uHy0 uHpopMmaruo. Hanpumep, jydiie BrIOpaTh
"My3BbIKaJIbHBIN__(aHaT@" wiu "pok2013" BMecTo "Temals";

3. Mcnosp3y#l ABYXATAITHYI0 aBTOPHU3AIUI0. DTO KOTJla IOMHUMO MapoJisi HY?KHO BBOJUTD
KO/JI, IpUChLIaeMbIH 110 SMS;

4. Bpibepu CJIOKHBIN Maposib. I KaKOTO IOYTOBOTO SAIIUKA JIOJKEH OBITh CBOU
Ha/IeXKHBIH, yCTOMYUBBIN K B3JIOMY IIapOJIb;

5. Eciii ecTh BO3MOKHOCTh HAIIUCATh CAMOMY CBOM JIMYHBIM BOIPOC, HCIOJIB3YH 3TY
BO3MO>KHOCTb;



6. Vcrosnp3yil HECKOJIBKO IOYTOBBIX SNIUKOB. llepBbIM /11 4acTHOU NEpenucKu C
azipecaTamMu, KOTOPBIM ThI IOBEPSAEIIb. DTO SJIEKTPOHHBIN aJipec He HAJI0 UCII0JIb30BaTh
IIpU perucrpanuu Ha Gpopymax u caurax;

7. He oTkpbIBali aliyibl U APYTHE BJIOXKEHHs B MHUChbMaX, JlaKe €CJIM OHU MPHUIILUIA OT
TBOUX ZIpy3e. JIydllle yTOUHU y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (paiibl;

8. Tlocne okoHuaHus pabOTHI HA IOYTOBOM CEPBHICE IE€pe] 3aKPHITUEM BKJIAJIKU C
caiiToM He 3a0y/Zib HaXKaTh HA "BoritTu".

Kuo6epOy/LLTMHT WJIN BUPTYaJbHOE U3/1€BATEIHCTBO

KubepOy/UTMHT - TIpeciieJlIoBaHHE COOOINEHUSMH, COAEPIKAIMIMMHU OCKOpOJIeHu s,
arpeccuio, 3aIlyTUBAHWE; XYJIUTAHCTBO; COIIMAJIbHOE OOWKOTHDOBAHHE C ITOMOIIIBIO
Pa3IUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOPHOE ¢ KNOEPOYITTHHIOM:

1. He Opocaiicst B 60i. JIyqmmuii cioco6: IMOCOBETOBAThCS Kak ce0s BECTHU U, €CJIU HET
TOTO, K KOMY MOKHO OOPaTHUThCS, TO BHAUAJIE YCIIOKOUTHCA. ECIM ThI HAUHEITh OTBeYaTh
OCKOPOJIEHUSIMU HAa OCKOPOJIEHHS, TO TOJIBKO ellle OOJIbIIE Pa30KKeIlb KOH(IIUKT;

2. YpaBJisiii CBoed KuOeppeIyTamyei;

3. AHOHUMHOCTb B C€TH MHHMAas. CYH.IGCTBYIOT CIIOCOOBI BBIACHUTDb, KTO CTOHUT 3a
AHOHHUMHBIM aKKaYHTOM;

4. He cTouT BecTu XyJINTAaHCKUU 00pa3 BUPTYaJIbHOU KU3HU. IHTEpHET (pUKCUpPYET Bce
TBOU JIEUCTBUSA U COXPAHAET UX. YIUIUTD UX OyZleT KpaliHe 3aTpy/IHUTEJIHHO;

5. Cobutio1aii CBOIO BUPTYaIbHYIO UECTh CMOJIOAY;

6. UrHopupyit enuHUUHBIA HeratuB. OpHOpa30Bble OCKOPOUTEIbHBIE COOOIIEHUS
JIy4diiie uirHopupoBath. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4aJabHOU CTa/iuu;

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B COITAATbHBIX
CETSX eCTh BO3MOYKHOCTh OJIOKUPOBKHU OTIIPABKH COODIIEHHH C OITPe/IeIEHHBIX aJ[PECOB;

8. Ecim T cBuzerenp KubepOysutmHra. TBOWM JeWCTBUsA: BBICTYIIUTh IPOTUB
TpecjeoBaTessi, IIOKa3aTh €My, UTO €ro JIEMCTBUsS OIEHHBAIOTCS HETaTUBHO,
TIO/IZIePKaTh JKEPTBY, KOTOPOU HY’KHA IICUXO0JIOTHYECKasi IIOMOIIb, COOOIIUTH B3POCIBIM
0 aKTe arpecCUBHOTO MOBEJIEHUS B CETH.

MooOu1bHBIN Tes1edOoH

CoBpeMeHnHble cMapTGOHBI H IUIAHIIETHl COAEPKAT B cebe BIIOJIHE B3POCJIBII
dyHKIIMOHA, W Temepb OHM MOTYT KOHKYPUPOBaTh CO CTAIlHOHAPHBIMU
koMmboTepamMu. OTHAKO, CPEJICTB 3aIUTHI /11 MOT00HBIX YCTPOUCTB ITOKA OYEHH MAJIO.
TecTrpoBaHUe U MOUCK YA3BUMOCTEN B HUX IMPOUCXOJUT HE TaK MHTEHCUBHO, KaK JIJIA
1K, To ke caMmoe KacaeTcs U MOOWIbHBIX IIPUJIOKEHUH.

CoBpemeHHBIE MOOWIbHBIE Opay3epbl VyiKe IPAKTUUYECKH JOTHAJIN HACTOJIbHbIE
aQHAJIOTH, OTHAKO paciiupeHne (PyHKIIMOHAIA BIeYeT 32 OO0 OOJIBIIYIO CJIOKHOCTD U
MEHBIIIYIO 3aIUIIEHHOCTb.



Jlasieko He BCce MPOM3BOIUTENHM BHIIMYCKAIOT OOHOBJIEHMSI, 3aKPBhIBAIOIIE KPUTHUYECKHE
YSA3BUMOCTH JIJIsT CBOUX YCTPOMCTB.

OcCHOBHbBIE COBETHI JJLA 6e30ImacHOCTH MOOUJIBHOTO Te)Ie(l)OHaZ

Hwuuero He sBJIsIeTCs IO-HACTOAIIEMY OecIuiaTHBIM. Bysib ocTOposkeH, BeAb Korja Ttebe
TpeajiaraloT OecIIaTHBI KOHTEHT, B HEM MOTYT OBITH CKPBITHI KaKHWe-TO ILJIaTHBHIE

yCITyTH;

Hymaii, mpexxie yeM oTipaButh SMS, ¢oto mim Buzeo. Thl TOYHO 3HAEIIb, T/ie OHU
OyAyT B KOHEUHOM UTOTE?

Heo6xoamuMo 0OHOBJIATH ONEPAIMOHHYIO CUCTEMY TBOErO CMapTHOHA;
Hcnosp3yii aHTUBUPYCHBIE TPOTPAMMBI 7151 MOOUJIbHBIX Tes1e()OHOB,;

He 3arpy>1<a171 IIPUJIOZKEHUA OT HEHM3BECTHOTO HMCTOYHHUKA, BEAb OHU MOIYT COAEPKaTb
Bp€AOHOCHOE IIpOrpaMMHO€E O6€C1’I€‘-I€HI/I€;

[Tocyte TOoro Kak ThI BBIMJAENIH C CalTa, T/I€ BBOAWJI JIMUHYI0 WHGOpPMAIN0, 3aU/IN B
HaCTPOUKHU Opay3sepa M yzaiu cookies;

HepI/IOI[I/IUIeCKI/I HpOBepHI‘/JI, KaKHue IJIaTHbIE YCIIYTH aKTHBHUPOBAHBI HA TBOEM HOMEPE;

Z[aBafI CBOH HOMEDP MOOHJILHOTO TeJIe(I)OHa TOJIBKO JIIOAAM, KOTOPBIX Thl 3HA€IIIb 1 KOMY
AOBEPACIIDb,

Bluetooth momkeH OBITH BBIKJIIOUEH, KOT/Ia Thl UM He TMoJib3yellibes. He 3aObiBait
WHOT/Ia IIPOBEPSATH 3TO.

Online urpsr

CoBpeMeHHble OHJIAMH-UTPHl - 5TO KpPACOYHbBIE, 3axBaThIBAIOIINE pa3BJIeueHu ],
00beIMHAIONINE COTHU THICAY YeJIOBEK IO BceMy MUpy. VIrpoku uccseAyIoT JaHHBIA UM
MHUD, OOIIAIOTCA JAPYT € APYTOM, BBIMIOJHSAIOT 33J]JaHHA, CPAKAIOTCA C MOHCTpPAMHU M
MOJIy4aloT OIBIT. 3a YJOBOJBCTBUE OHM IUIATAT: MOKYHAIOT [JUCK, OILJIAYMBAIOT
aboHEMEeHT WU MPUoOpeTaIoT KaKue-TO OMITUH.

Bce aTtu cpezcrBa uAyT Ha IIOJJep:KaHUMe U pa3BUTHE WIPBHI, a TakKe Ha camy
6e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMbBI aBTOPU3AIHH, BBIIIYCKAIOTCA HOBBIE AT
(rmudpoBble 3aIUIaTKU AJ1 IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HO]_IO6HI:>IX HUIpax CTOUT OIIacaTbCA HE CTOJIBKO CBOHMX COIIEPHHKOB, CKOJIBKO KPa*KuU
TBOETO0 I1ap0Jid, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOPpHU3allNU 0OJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE€30IIACHOCTH TBOETO HI'POBOTI'O aKKayHTa:

1. Ecstm pyroit urpok BezieT cebs1 IIOX0 WK cO3/1aeT Tebe HEMPUATHOCTH, 3a0JIOKHUPYH
€ro B CIIMCKE UTPOKOB;

2. HO)I(EUIYI‘/’IC}I AAMHUHHUCTPpATOpaM HWI'Pbl Ha IIJIOXO0€ IIOBEJECHHE OTOI'O HUIPOKAa,
JKeJiaTeJIbHO ITPUJIOZKUTDh KaKKhe-TO OKa3aTEJIbCTBA B BUJI€ CKPHUHOB;

3. He ykassiBaii inuHyio nHpopMaIuio B npodaiisie Urpsi;

4. YBakall IpyTux yYaCTHUKOB I10 UTPE;



5. He ycranaBinBaii HeoduIuagbHbIe TATYU U MOJIBI;
6. Mlcnoib3yH CJIOJKHBIE U pa3HbIE ITapOJIH;

7. ,Z[axce BO BpEMsA HUI'Dbl HE CTOUT OTKJIIOUATb aHTHUBHUPYC. IIoka TBI HI'paelnib, TBOU
KOMIIBIOTED MOTYT 3apa3HUThb.

PUINHUHT WIH KpaixKa TUIHBbIX TaHHbIX

OOBIYHOU KpaskeHl JleHer W JIOKYMEHTOB CETOAHS YK€ HUKOTO He YJHUBHIID, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JI0YMBINLIEHHUKHA II€PEMECTHINCh B UHTEPHET, U
MPOJIOJKAIOT 3aHUMAThHCS "JTIOOMMBIM"' IEJIOM.

Tak mossBWIach HOBasl yrpo3a: HHTEPHET-MOIIIEHHUYECTBAa WIN (DUIIHHT, TJIaBHAS 1€
KOTOPOTO COCTOUT B TIOJYyYEeHHH KOHQUAEHIIMATbHBIX JAaHHBIX II0JIb30BaTEEH -
JIOTUHOB ¥ napoJieil. Ha anriuiickom sizbike phishing untaercs kak ¢pumwuHr (ot fishing
- ppIOHAas JI0BJIA, password - ITapoJIb).

OcHOBHBIE COBETHI 10 OOPHOE ¢ PUIITHTHTOM:

1. Ciegu 3a CBOUM AKKAayHTOM. Ecnau ThI IIOJO3pEeBacIllb, 4YTO TBOA aAHKETAa ObLIa
B3JIOMaHa, TO HeO6XO,III/IMO Sa6JIOKI/IpOBaTI> ee u COO6H.II/ITI> AIMHUHHUCTpATOpPaM pecypca
00 5TOM KaK MOKHO CKOpeEe;

2. I/ICHO)ILB}’ﬁ Oe30IacHbIE Be6-CafITbI, B TOM 4YHCJIE€, HHTEPpHET-MAarasuHOB H
IIOMCKOBBIX CUCTEM;

3. Hcnonp3yit ciiokHBIE U pa3Hble mapoyu. Takum ob6pas3oMm, eciu TeOsA B3JI0MAIOT, TO
3JIOYMBIIIUIEHHUKH TIOJIy4YaT JAOCTYII TOJIBKO K OJTHOMY TBOEMY NMPOGMUIIIO B CETH, 2 HE KO
BCEM;

4. Eciu Tebs B3JIOMaJIH, TO HeO6XO/II/IMO MnpeayrnpeanuTb BCEX CBOUX 3HAKOMBIX, KOTOPbIE
IIO6aB)IeHI>I y TeOs B APYy3bAX, O TOM, YTO TeOsA B3JIOMAaJIU H, BO3MO>KXHO, OT TBOETO
HMEHU 6y,IIeT pPacCblyIaTbCA CIIaM U CCbIJIKU HaA CI)I/IH.II/IHI’OBLIG CaﬁTbI;

5. YcraHoBH HajieskHbIN 11aposib (PIN) Ha MOOMIBHBIHN TeledOoH;
6. OTKIIIOYU cOXpaHEeHUe mapoJis B Opaysepe;

7. He oTkpbIBall (ailabl U Jipyrue BIOXKEHHUs B MUCbMaX, Ja)Ke €CJIM OHU MPHUIILIN OT
TBOUX JIpy3el. JIyullle yTOUHU Y HUX, OTIPABJIA/IN JIU OHU Tebe 5Tu (haiiybl.

IIudporas pemyramusa

[Mudposas permyranus - 5T0 HETATUBHAA WX IO3UTUBHAs MHGOpMAIUA B ceTU O Tebe.
Kommpomerupyromas uHdopMaius, pa3MelleHHass B UHTEPHETE, MOXKET Cepbe3HBIM
00pa3oM oTpa3uThcs Ha TBOeU peasbHOU xku3HU. "lludpoBasa pemyranusa” - 3TO TBOU
UMUK, KOTOPBIY (popMupyetcs n3 nHdopmanuu o Tebe B MHTEPHETE.

TBoe MeCTO JKUTEJbCTBa, y4yeObl, TBoe (UHAHCOBOE IIOJIOKEHNE, OCOOEHHOCTU
XapakTepa ¥ paccKasbl 0 OJIM3KUX - BCE 9TO HAKAIJIUBAETCS B CETH.

MHoOTrHe MOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K IyOJTUKAIINY JIMYHOU WH(OPMAINHY B
HuTepHETE, HE IOHUMASA BO3MOKHBIX IMOCIeACTBUI. ThI laske HE CMOXKEIIhb JOTaAaThCs
0 ToM, 9TO poTorpacdusi, padMeIlleHHas 5 JIeT Ha3a/l, CTajla MPUYNHOU OTKa3a IPUHSITH
TebOs1 Ha paboTy.



KomMmeHnTapuu, pasmelieHue TBoux ¢ororpaduili u Apyrue JeHCTBUSA MOTYT He
HCUYe3HYTh Jla’ke I0cjIe TOTO, KaK Thl UX yJaIulllb. Thl He 3Haellb, KTO COXPAHWI 3TY
uHpopManuio, Iomajga JU OHA B NOMCKOBBIE CHCTEMBl M COXpaHWIACh JIM OHA, a
IJIaBHOE: YTO IMOAYMAIOT O Tebe OKpY»Kalolue JIIO/IU, KOTOPble HAWIyT U YBUJSAT 3TO.
Haiitu nHGOpPMAIIUI0 MHOTO JIET CITYCTSI CMOKET JII000# - Kak U3 J0OPHIX MOOYKIeHUH,
TaK ¥ C HAMepeHUEeM PUUNHUTH BpPea. ITO MOKET OBITh KTO YTOHO.

OCHOBHBIE COBETHI 110 3aIuUTe MUGPOBOU PEITyTAIIHH:

1. ITogymaii, mpek/ie ueM 4YTO-TO IyOJIMKOBATh W IlepeJlaBaTh y cebs B OJiore wid B
COIIMAJIBHOM CETH;

2. B HacTpoiikax mpoduis yCTaHOBY OIPaHMYEHHA Ha IIPOCMOTP TBOEro MPOUJIs U ero
COJZIEP?KMMOTO, c/leJIall €ro TOJIBKO "I py3ei';

3. He pasmernaii u He yKa3pIBall HHGOPMAIHUIO, KOTOPAsA MOKET KOT0-JT100 OCKOPOJISIThH
WA OOMKATh.

ABTOpCKOE IIPAaBO

CoBpeMeHHbIE IIIKOJIBHUKH - aAKTHUBHBIE II0JIb30BaTeM IHU(PPOBOTO MPOCTPAHCTBA.
OnHako JlaJleko He Bce B3HAIT, YTO IIOJIb30BaHHE MHOTUMHU BO3MOKHOCTSIMU
g poBoro Mmupa TpedyeT coOJII0IeH s ITPaB Ha HHTEJIEKTYyaIbHYI0 COOCTBEHHOCTb.

TepMuH "UHTe/IEKTyaJbHasi COOCTBEHHOCTH' OTHOCUTCA K PA3JIMYHBIM TBOPEHUAM
YeJIOBEUECKOTO0 YMa, HAayMWHAs C HOBBIX H300peTeHHWU U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh HA TPOAYKTBHl U YCJIYTU, U 3aKaH4YMBasA KHUramu, ¢oTorpaduamu,
KHHODUIBMAaMU U MYy3bIKaJIbHBIMU IIPOU3BE/IEHUAMU.

ABTOpCKUeE IIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYaAJIbHYI0O COOCTBEHHOCTh Ha IIPOU3BEJeHUA
HayKH, JIUTepaTypbl U UCKycCTBA. ABTOpPCKUe IIpaBa BBICTYNAIOT B KayecTBe rapaHTUU
TOTO, YTO UHTEJUIEKTYaIbHBIN/TBOPUECKUU TPY/, aBTOPA He Oy/leT HAIlPacHBIM, JIaCT EMY
CIpaBe//IMBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3yjbTaTaX CBOEro TPYAd, IMOJIYyUYUTHh
HU3BECTHOCTH U Ipu3HaHue. HUkTo 6e3 pa3peleHus aBTopa He MOXKeT BOCIIPOU3BOIUTh
ero IpousBefieHNe, PpacIpOCTPaHATh, IYyOJWYHO JEeMOHCTPUPOBATh, IIPOJIABaTh,
MMIIOPTUPOBATh, MyCKATh B MPOKAT, IMYOJUYHO HCIOJIHATH, IOKA3bIBATh/UCHIOJHATH B
a¢dupe nim pa3memiaTts B VIHTEpHeTe.

Hcnonb3oBanue "mUpaTcKoro' IpOrpaMMHOrO oOecliedeHHs] MOXKeT IIPUBECTH K
MHOTHUM PHCKaM: OT IOTEPH JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKH TBOETO
YCTPOMCTBA, I7ie yCTAaHOBJIEHA HeJlerajbHas mporpaMmMa. He cTOUT Takske 3a0bIBATh, YTO
CYIIECTBYIOT JieTaJIbHbIE U OeCIIaTHbIE IPOTPAMMbI, KOTOPbIE MOKHO HAWTH B CETH.

O moprase

CeTeBUYOK.p - TBOU TIJIaBHBIA COBETYMK B CETU. 37€Ch Thl MOXKEIIb Y3HATh O
0e30IMacHOCTH B CETH IOHATHBIM M JIOCTYIIHBIM SI3BIKOM, a TIPH BO3HUKHOBEHUH
KPUTUYECKOH CHTyallid OOpaTUTHCS 34 COBETOM. A TakKe NPHUHATH Yy4yacTHe B
KOHKYpPCaX ¥ CTaTh CAMbIM IIU(PPOBBIM rpakIaHUHOM !

[Ipunoxenue N° 3

[Tpunosxkenwue 3. [TamaTka 115 pogutesieir 06 MHGOPMAIIMOHHON O€30TIaCHOCTH JIETEN
Ompenenenre TepMuHa '"HWHGOpPManMOHHAsE O€30IaCHOCTh JeTeld" COJIEPIKUTCSA B
denepanpbHoM 3akoHe NO 436-®3 "O zammuTe sieTedi OT WHGOPMAIUY, TPUYNHSIOINIEN
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Bp€Jl UX 3/I0POBBIO W PA3BUTHIO", PETYIUPYIOIIUM OTHOIIEHUS, CBA3aHHbIE C 3aIIUTON
nereil or uHGOpPMANWK, MPUYUHAIOINEH BpeJ WX 3/I0POBbI0 U (WIU) Pa3BUTHUIO.
CorstacHO JaHHOMY 3aKOHY "HH(MOpMaIMOHHasA 0€30IaCHOCTh JIETEH" - 3TO COCTOSIHUE
BAIUINEHHOCTH, TPH KOTOPOM OTCYTCTBYET PHUCK, CBSI3aHHBIA C IPUYHHEHUEM
nHdopManmen Bpesa ux 3710pOBbI0 U (W) (PU3HIECKOMY, ICUXUIECKOMY, JYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanpHoro 3akoHa NO 436-®3 wuHdopmaruel, IPUUHHAIONIEN Bpes
37I0POBBIO U (MJIM) PA3BUTHIO JIETEH, SIBJIAETCS:

1. mHopMaIsl, 3allpelleHHas A1 PaCIPOCTPAHEHUS CPEAU IETEN;

2. nHdopManus, pacmpocTpaHeHe KOTOPOU OTPaHUYEHO CPEIU JIeTeH OIpeJieIEHHBIX
BO3PACTHBIX KATETOPHUH.

3. K uadopmanuu, 3anpemeHHOM Jjis pacCIPOCTPaHeHUs Cpeau JeTel, OTHOCUTC:

4. uadopManus, Modykaamas JeTell K COBEPIIEHUI0 AeUCTBUM, MPEACTaBISIONINX
yTpo3y UX KU3HU U (WIN) 370pOBBIO, B T.U. IPUUYMHEHUIO Bpelia CBOEMY 3/I0POBBIO,
caMOyOHUICTBY;

5. CIIOCOOHOCTH BBI3BATH Y JIeTEU >KeJaHUe yIOTPeOUTh HAPKOTHYECKHUE CPEJICTBA,
IICUXOTPOITHble ¥ (WiIM) OJlypMaHHWBAIONINE BeIIecTBa, TabadyHble W3AEIUA,
AJIKOTOJIBHYIO U CITUPTOCOAEPIKAIIYIO IIPOIYKITHUIO, IIMBO M HAIIUTKU, U3rOTaBJIMBaeMbIe
Ha €ero OCHOBe; IPUHATH y4acTHe B a3apTHBIX WUIpaX, 3aHHUMATbCS IPOCTUTYIIUEH,
OpOASKHUYECTBOM HJIM IIOIIPOIIAHUYECTBOM;

6. O0OOCHOBBIBAWOIASI HJIM OIPaBAbIBAIONIAA JIOIMYCTUMOCTh Hacwiausad u (uim)
JKECTOKOCTH JIMOO MOOYK/Ialolas OCYIIeCTB/IATh HACHJIbCTBEHHBIE JIEHCTBUS IO
OTHOIIEHUIO K JIIOASIM U >KUBOTHBIM;

7. OTpHUIIAIONIAsA ceMeHHbIe IEHHOCTH W (GOPMHUPYIOIIAA HEyBasKEHHE K POAUTEIAM U
(W1m) APYyrUM WieHaM CEMbH;

8. ompaspIBaroIas MPOTUBOIIPABHOE ITOBE/IEHHE;
9. cozep:kalias HelleH3ypHYIO OpaHb;
10. cozieprkaliiad nH(popmMaIuio nopHorpaduyeckoro xapakrepa.

K madopmamum, pacnpocTpaHeHre KOTOPOH OTpaHNYEHO CPEJIH JleTed OIpesieJIEeHHOTO
BO3pacTa, OTHOCHUTCS:

1. uadopMalus, IpeJcTaBiasieMas B BUAe U300paKeHUsI MJIH OIMHCAHHUA JKECTOKOCTH,
¢pusnueckoro u (WIM) TICUXWMYECKOTO HACWIUS, IMPECTYIUIEHUS WJIH WHOTO
AHTHUOOILECTBEHHOIO JEeHCTBUA;

2. BBI3BIBAIOIIAA Yy JleTel CTpax, y:Kac WU IaHUKYy, B T.4. Ipe/cTaBjseMas B BUJE
U300pakKeHusl WU OIMCAHUSA B YHIKAWOIEH 4YeJloBeuecKoe JIOCTOMHCTBO dopme
HEHACWJIbCTBEHHOU cMepTH, 3a00JIeBaHNsA, CAaMOyOUICTBA, HECUACTHOTO CJIydas, aBapUu
WU KaTacTpodbl U (MJIN) UX MTOCIIEICTBUM;

3. mpejcTaBysieMasi B BU/ie N300pa*keHUsA UJIU OMUCAHUS TIOJIOBBIX OTHOIIIEHUN MEXKIY
MY?KYHMHOU U JKEHIITUHOM;

4. coflepxkalinias OpaHHbIe cJI0BA U BhIPaXKeHUA, He OTHOCAIINeCs K HelleH3ypHOU OpaHu.
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C yueroMm sTOorO Bam mpezyararorces mpaBusia paboThl B ceTu VIHTEPHET A1 Pa3IMYHBIX
BO3PACTHBIX KaTeropui, cobJtiozieHe KOTOPBIX TO3BOJIUT obecrieunThb
nHGPOPMAIMOHHYIO0 6€30ITaCHOCTD BAIIIUX JIETEM.

OO01mue mpaBwia JJisl poauTesien

1. HesaBucumo oT Bo3pacra pebeHKa HCIOJB3YyHTEe IIporpaMMHOEe obecliedeHue,
rmoMoraroiee (GUIbTPOBaTh W KOHTPOJIMPOBATh WH@OpPMAIMIO, HO He IoJiaraiTech
ITOJTHOCTBIO Ha Hero. Baile BHUMaHUe K peOeHKY - TJIABHBIA METO/T 3aIllUThI.

2. Ecytn Baimn pebeHOK MMeeT akKKayHT Ha OJTHOM U3 COIUAIbHBIX cepBHcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.1.), BHUMaTeJbHO H3YYHUTE, KaKyl0 HH(OpPMAIUIO
IIOMEINIAIOT €ro YYacTHHUKU B CBOUX Npodmisax u Osorax, BkIuas Qororpadpuum u
BH/IEO.

3. IIpoBephbTe, ¢ KaKUMHU APYTHMH CaHTaMH CBs3aH COIIMAJIBHBIA cepBHC Bariero
pebenka. CrpaHuuku Bamero pebeHKa MOryT OBITH 0€30IIaCHBIMH, HO MOTYT H
COZIEP?KATh CCHUIKU Ha HeKeJIaTeJIbHbIE U OIIacHbIE CAUThI (HampuMep, TOPHOCAUT, UJITH
calT, Ha KOTOPOM JIpyT yIIOMHHAeT HOMEP COTOBOTO TejedoHa Baiero pebeHka WIu
Bamr qomarHui aapec).

4. IMoompsiiTe Bamux geter coobmaTs 060 BceM CTPaHHOM WJIM OTTAJIKUBAIOIIEM U HE
CJTUIIIKOM OCTPO pearupyuTe, KOT/Ia OHU TO JIe1aloT (13-3a OMaceHus MOTEPAThH JIOCTYII
K VHTepHeTy JeTH He TOBOPAT POJUTENSAM O IMpobjeMax, a TaKKe MOTYT HadaTh
HCII0JIb30BaTh VIHTEpHET BHE JJ0Ma U IITKOJIBI).

5. BynbTe B Kypce ceTeBol ku3HU Bamero pebenka. VHTEpecyiTech, KTO UX APY3bs B
VHTEpHET TakK ke, KaK NHTePeCyeTeCh peaIbHBIMU JPY3bsIMU.

Boapacr ot 7 1o 8 ser

B HTepHeTe pebeHOK cTapaeTcsl MMOCETUTh Te WJIM WHbBIE CAUTHI, a BO3MOXKHO U YaThI,
paspelieHre Ha IOCelleHHe KOTOPHIX OH He MoJydus Obl OT poxurtesnei. ITostomy
poauTesiiM OCOOEHHO TOJIE3HBI OyAyT Te OTYEeThl, KOTOpble IMPeIOCTABIAIOTCS
IporpaMMaMiy II0 OTpaHUYEHUIO HCIOJIb30BaHUA IHTepHeTa, T.e. PoauTenbckuil
KOHTPOJIb WJIM TO, UTO BBl CMOJKETE YBUJETh BO BpeMeHHBIX (paiyiax. B pesysnbrate, y
pebeHKa He OyZeT OIIyIIeHUs, YTO 32 HUM BeJIeTCA IMOCTOSHHBIM KOHTPOJIb, OJTHAKO,
poauTenu OyAyT IMO-TIPEXKHEMY 3HaTh, KaKHe CAaUThI IoceraerT ux pebeHok. [letu B
JAaHHOM BoO3pacTe 00J1aJJal0T CUJIBHBIM YYBCTBOM CEMbHU, OHU JIOBEPUMBBI U He
COMHeBaIOTCs B aBTopuTeTax. OHU JIIOOAT UTPATh B CETEBBIE UTPHI U IIyTEIIECTBOBATD 10
VHTEpHETY, WCIIOJIb3YsA JJIEKTPOHHYIO IIOYTY, 3aXOAWUTh HAa CaNThl W 4YaThl, HE
PEeKOMEeH/IOBaHHbIE POJIUTEJISIMU.

CogeTtbl 110 Oe30macHOCTH B ceTu VIHTEepHET 1714 AeTel 7-8 et

1. Co3pariTe CIMCOK JMOMAIITHHUX MPaBWJI MOCcemeHns M HTepHeTa MPU yJYacTUH JIETEU U
TpeOyiiTe ero BHITIOJTHEHUS.

2. TpeOyiite oT Bamiero pebGenka coOJioieHUsI BpeMEHHBIX HOPM HaXOXJIEHUS 3a
koMnboTEpOM. [lokakure pebeHKy, uTo Bbl Habs0MaeTe 3a HUM He TIOTOMY 4TO Bam
ATO XOYETCs, a IOTOMY YTO BbI 6ecroKouTeCh O €ro 6e30MacHOCTH U BCET/Ia TOTOBHI MY
IIOMOYb.

3. KommbioTep ¢ nmogxiroueHueM K MIHTEPHETY /IOJI?KEH HAXOJUThCA B OOIIEH KOMHATe
IO/l IPUCMOTPOM POJIUTENIEN.



4. HCHOJIBSYIZTG Cliequa/ibHbI€ AETCKHE IIOMCKOBBIE MAallTNHBI.

5. I/ICHOHBBYﬁTe CpeACTBa 6JIOKI/IpOBaHI/IH HeXelaTeJIbHOT'O KOHTEHTAa KaK JOIIOJIHEHHE
K CTaHAaPTHOMY PO,III/ITe)IbCKOMy KOHTPOJIIO.

6. CozpmaiiTe ceMeHHBIH 3JIEKTPOHHBIA SAIMUK, YTOOBI HE IIO3BOJIUTH JIETSIM HMETh
cobcTBEHHEBIE ajipeca.

7. B)IOKI/IPYI;)ITG AOCTYII K caiitaM ¢ OecIIaTHBIMH HOYTOBBIMU AMWKaMH1 ¢ IIOMOIIIbIO
COOTBETCTBYIOIIETO ITPOTPaMMHOTI'O obecrieueHus.

8. Ilpuyuure gereli coBeTOBaThCA ¢ Bamu Tmepes; OmMyOJIMKOBaHHEM KaKOH-THOO
“HDOpMaNU CPeACTBAMU 3JIEKTPOHHON IIOYTHI, YAaTOB, PETHCTPAIIMOHHBIX (PopM U
npoduien.

9. Hayuure pmereili He 3arpy:kaThb ¢ailibl, MpOrpaMMbl WJIN MYy3BIKy 0Oe3 Ballero
COTJIaCHS.

10. He paspemaiite [eTssM HCIIOJIb30BaTh CIOY>KObI MTHOBEHHOTO oOMeHa
COOOIIEeHHUAMU.

11. B "GespIit" CIMCOK CAaMTOB, pa3pelleHHbIX IS IOCEIEHMs], BHOCHUTE TOJIBKO CAHTHI C
XOPOIIeH peryTraruen.

12. He 3abpIBatiTe OecesioBaTh C IeTbMU 00 UX JIpy3bsaxX B MIHTepHETe, KaK ecyiu Obl peub
1712 O JPY3bSIX B PEIbHOU JKU3HU.

13. He gesatite "taby" u3 BOIPOCOB IOJIOBOM JKWU3HU, TaK Kak B VIHTepHeETE JIETH MOTYT
JIETKO HAaTKHYThCSA Ha TOPHOTpaduIo WIN CAUTHI "1 B3POCIIBIX .

14. Ilpuyuurte Barmero pebGeHka cooOIIaTh BaM O JOOBIX Yrpo3ax WU TPEBOTax,
cBs3aHHBIX ¢ THTepHETOM. OCTaBaiiTeECh CIIOKOMHBIMU M HAIIOMHHUTE JIETSAM, YTO OHH B
0e30macHOCTH, €CJIM CaMU paccKa3ajd BaM O CBOMX TpeBorax. IloxBajiuTe HX U
IIOCOBETYHTE MOJIONTH ellle pa3 B MOJA00HBIX CIIydasiX.

Boapacr gereii oT 9 10 12 J1eT

B mannoMm BO3pacCTe AE€THU, KaK IIPpaBUJIO, Y2KE€ HACJAbIIIAHbI O TOM, KaKad I/IHCI)OpMaHI/IH
CyIECTBYET B I/IHTepHeTe. COBepH.IeHHO HOPMaJIbHO, 4YTO OHH XOTAT 9TO YBHU/ETDH,
IIpO4YECTb, YCJIbIIIATD. HpI/I I9TOM HYXHO IIOMHHUTDH, YTO JOCTYIlI K HEXE/IaTCJIbHbIM
MaTephuajiaM MOXHO JIETKO 3&6)IOKI/IpOBaTb IIpy IIOMOIIU CPEACTB Poaurenbckoro
KOHTPOJIA.

CoBeTnlI 110 6€30IaCHOCTH /I IeTeH OT 9 10 12 JIeT

1. Co3ziaiiTe CIIMCOK JIOMAITHUX MPaBUWJI MocelleHus MHTepHET MpH y4acTHU JIeTed U
TpeOyHTe ero BHITIOJTHEHUS.

2. TpeOyiiTe oT Bamrero pebenka co00IeHUS HOPM HaXO0XKAEHUS 32 KOMITBIOTEPOM.

3. Habsropaiite 3a pebeHKOM Ipu paboTe 3a KOMIIBIOTEPOM, IMOKAKUTE €My, UTO BbI
0eCIIOKOUTECH O €r0 OE30IIACHOCTH 1 BCET/IA TOTOBHI 0Ka3aTh €My IIOMOIITb.

4. Komnbiorep ¢ mozkioueHreM B IHTepHET JIO/KEH HAXOIUTHCS B OOIIEH KOMHATe
IO/l IPUCMOTPOM POJIUTETIEN.



5. Mcnonb3yliTe cpefcTBa OJIOKUPOBAHUS HeXKeslaTeJIbHOTO KOHTEHTA KaK /I0NOJIHeHNe
K CTaH/IaPTHOMY Po/iUTeIhCKOMY KOHTPOJIIO.

6. He 3a0piBaliTe npuUHUMATh HEINOCPEACTBEHHOE Y4yacThe B JKU3HU pebeHKa,
OecesioBaTh C AeTbMU 00 UX APYy3bsax B IHTepHeTe.

7. HactauBaiiTe, 4TOOBI /IeTH HUKOT/IA HE COTJIAIIAINCH HA JINYHbBIE BCTPEUH C APY3bIMU
o MurepHery.

8. Ilo3BosisiiiTe AETAM 3axXOAUTh TOJBKO Ha CadThl U3 "0€JIoro" CIHCKa, KOTOPBIH
co37aiiTe BMecCTe ¢ HUMHU.

9. Ilpuyuurte seTeli HHKOTZIa He BBIZABaTh JIMYHYI0 WH(POPMAIUIO Cpe/cTBaMU
9JIEKTPOHHOW TIOYTHI, YaTOB, CHCTEM MTIHOBEHHOTO OOMeEHa COOOIIEeHUsIMU,
pETUCTPaiMOHHBIX (OPM, JUYHBIX TPOPUIEd W IPU PETHUCTPAIMM Ha KOHKYPCHI B
HNuTepHere.

10. [Ipuyuure sieTeil He 3arpy:Karh nporpamMmMmsl 6e3 Baiero paspemienus. O0bsacHUTE
UM, YTO OHHU MOTYT CJy4alHO B3arpy3uThb BHUPYChl WJIN JIpyroe HeKeJaTelbHOe
IporpaMMHOe obecIleueHue.

11. Cosmarite Bamemy pebOeHKY OTrpaHMUYEHHYIO VYETHYIO 3alllCh I PabOThl Ha
KOMIIBIOTEPE.

12. Ilpuyuurte Baiero pebGeHka cooOIIaTh BaM O JIIOOBIX yTrpo3ax WM TPEBOTaX,
cBaA3aHHBIX ¢ HTepHeTOM. HamomHure feTaM, 4TO OHU B 06€30MACHOCTU, €CJIU CaMU
pacckaszajiv BaM O CBOUX TPEBOTaX U OIIaCeHUIX.

13. Pacckaxure fietsim o nopHorpaguu B UHTEepHEeTE.

14. HacrauBaiiTe Ha TOM, 4YTOOBI J€TH TMPEAOCTAB/ISIM BaM JIOCTYI K CBOeH
3JIEKTPOHHOU MOYTE, UTOOBI BbI yOE/TUIUCH, UTO OHU HE O0IIAIOTCSA C HE3HAKOMITaMH.

15. OOBsACHUTE JeTsIM, UTO HeJb3s WCIOJh30BaTh CETh ISl XyJIMTAHCTBA,
pacrnpocTpaHeHUs CIJIETEH WU YTPO3.

Boapacr gaereii ot 13 10 17 JIeT

B sTOM BO3pacTe MOJIPOCTKU AKTUBHO HCIOJIB3YIOT MOUCKOBBIE MAIIMHBI, TOJIH3YIOTCS
BJIEKTPOHHOU IOYTOH, CiIy>k0aMu MTHOBEHHOTO OOMEHa COOOIIEHUSAMH, CKAaYHUBAIOT
My3bIKy U GuiIbMbl. MaspumkaM B 3TOM Bo3pacre 0OoJbllle IO HPaBy CMeTaTh BCe
OTPaHUYEHUs, OHU KAKAYT IPydOro I10MOpPa, a3apTHBIX UTP, KAPTHUHOK "7 B3POCJIBIX .
JleBOUKM TpeANoYnTa0T o0laTtbess B YaTaX, NPU 3TOM OHU ropaszo OoJiee
YYBCTBUTEJIHHBI K CEKCYaJIbHBIM JJOMOTaTeIbCTBAM B IHTepHeTe.

3aJacTyo B JAaHHOM BO3PacTe POJUTENIAM y:Ke BeChbMa CJIO?KHO KOHTPOJIMPOBATH CBOUX
JleTel, Tak kKak 00 MHTepHETe OHU y)Ke 3HAIOT 3HAUNUTEILHO OOJIBIIIE CBOUX POJIUTENIEM.
Tem He MeHee, He OTIyCKaWTe JeTed B '"cBoOOaHOe IutaBaHue" 1o IHTepHery.
CrapaiiTech aKTUBHO y4acTBOBAaTh B 00IIleHUH pebeHKa B IHTepHeTe.

BakHO TO-TIpE’KHEMY CTPOTO COOJIIofaTh TpaBWia VIHTepHET-0e30MMacHOCTH -
COIJIAIlIeHWEe MEXKIy POJUTENISIMH U JeTbMH. Kpome TOro, HEOOXOJMMO KaK MOKHO
yalle IpoCMaTPUBATh OTUETHI O JIesITeIbHOCTH JieTell B VIHTepHeTe. CietyeT o6paTUTh
BHUMAaHHE Ha HEOOXOIMMOCTh COJAEPIKAHUSA POAUTEIbCKUX TapoJied (Imaposien



aI]MUHHCTPATOPOB) B CTPOTOM CeKpeTe U OOpaTHTh BHHMAaHHWE Ha CTPOTOCTh 3THUX
mapoJien.

CoBeThI 110 6€30IT1aCHOCTH B 5TOM BO3pacre OT 13 710 17 JIeT

1. CozmalTe CIHCOK JIOMAIIHUX IIPaBWJI TocelleHus IHTepHeTa IIpU ydYacTUH
MIOZPOCTKOB U TpebyliTe 0e3yCJIOBHOTO ero BBINIOJIHeHUs. OO6roBoputre ¢ pebeHKOM
CIIFICOK 3allpeleHHbIX caiToB ('JepHBI cmucoK'), dackl paborel B IHTepHeTe,
PYKOBOJICTBO 1O O0IIIeHUI0 B VIHTEpHETE (B TOM YHCJIE B YaTax).

2. KoMmmpioTep ¢ MOAK/IIOUEHUEM K ceTH VHTEpHET JO/IKEH HaXOJHUTbCs B 0OIIen
KOMHAare.

3. He 3abbiBaliTe Gece/ioBaTh ¢ AeTbMH 00 UX JIpy3bsAX B MHTepHETE, O TOM, YeM OHU
3aHATHI TAKUM 00pa3oM, OyATO peub UAET O APY3bIX B peasbHOU ku3HU. CpamninuBaiite
0 JIIOZAAX, C KOTOPBIMHU JEeTU OOIIAIOTCA MOCPEACTBOM CIY>KO MTIHOBEHHOTO OOMeHa
COOOIIEHUSMU, UTOOBI YOETUTHCSI, UTO STU JIIOU UM 3HAKOMBI.

4. Vcnionp3yliTe cpezicTBa OJIOKMPOBaHUSA HeKeJlaTeJIbHOTO KOHTEHTA KaK JI0TOoJIHeHue
K CTaH/IaPTHOMY Po/IUTEThCKOMY KOHTPOJIIO.

5. HeobGxogmmo 3HaTh, KaKMMH 4YaTaMH TMOJb3yIOTcA Bamwu petu. I[loompsiite
HCIOJIb30BaHUE MOJEPUPYEMBIX UaTOB M HacTawmBaWTe, YTOOBI JIeTH HEe OOIIaIHCh B
MPUBAaTHOM PEKIME.

6. HacrausaiiTe Ha TOM, YTOOBI JIeTU HUKOI/IA HE BCTPEUAINCH JINYHO C JIPY3bAMHU U3
cetu lHTEpHeT.

7. IlpumyuwTe pAeTeld He BBJIaBaTh CBOI JIMYHYI0 WHQOPMANHIO Cpe/CcTBaMU
9JIEKTPOHHOW TIOYTHI, YaTOB, CHCTEM MTIHOBEHHOTO OOMeEHa COOOIIEeHUsIMU,
perucTpanuoHHbIX GOopM, JIMUHBIX Mpoduied U MPU Perdcrparud Ha KOHKYPChl B
HNuTepHere.

8. IIpuyunTte AeTell He 3arpy:kaTh mporpamMMbl 6e3 Barmero paspemienus. OObsicHUTE
UM, YTO OHH MOTYT CJIy4aliHO B3arpy3uTh BHUPYChl WJIN JIPYyroe HeKeJIaTeIbHOe
IporpaMMHOe obecIleueHue.

9. Ilpuyuure Bamero pebeHka cooOIIaTh BaM O JIIOOBIX yTpo3axX WA TPEBOTAX,
cBa3aHHBIX ¢ MHTepHeTOM. HamomHuTe AeTAM, YTO OHU B OE€30MACHOCTH, €CIU CaMH
pacckaszajm BaM, O CBOMIX yIpo3axXx WM TpeBorax. IloXBajiMTe WX W IIOCOBETYHTE
TIOJIOUTH €eIlle Pa3 B IMOIO0OHBIX CIIyYasix.

10. Pacckaxkure zieTAM 0O l'IOpHOI‘pa(l)I/II/I B I/IHTepHeTe. IIomorute UM 3alUTUTHCA OT
CIiIaMa. Haqu/ITe IIOAPOCTKOB HE€ BbIIaBaTb B I/IHTepHeTe CBOE€TO peaJIbHOTrO
QJIEKTPOHHOTO azpeca, HE€ OTB€YATb HaA HEXEJIAaTC/JIbHbIC IIHMCbMa KW HCIIOJIb30BaTb
CliequaJIbHbIE€ IIOYTOBbIE (bI/IJIprbI.

11. [Ipuyuunre cebs1 3HAKOMUTBHCA C cCATaMU, KOTOPbIE OCENMIAIOT OAPOCTKHU.

12. HayuwnTe /ieTell yBaXkaTh APYTUX B UHTEpHETe. YOeaUTeCh, YTO OHU 3HAIOT O TOM, UTO
MpaBUJIa XOPOIIIEero MoBeIeHUs AeHCTBYIOT Be3Jie - Ja’Ke B BUPTYJIbHOM MUpe.

13. OObBsICHUTE JIeTSIM, YTO HH B KOEM CJIyuyae HeJb3s HCIOJIb30BaTh CeTh A
XyJIUTAHCTBA, PACIIPOCTPAHEHUS CIUIETEH WJIHU YTPO3 APYTUM JIIOSM.



14. O6cyuTe ¢ MOAPOCTKAMU IIPOOJIEMBI CeTeBBIX a3apTHBIX UTP M UX BO3MOKHBIM
puck. HamomMHuTE, YTO /1IETU HE MOTYT UTPATh B 3TU UTPHI COTJIACHO 3aKOHY.

[TocTOsTHHO KOHTPOJIHpYHTEe HcHoJAb30BaHUe HTepHeTa Bamum pebenkom! Ito He
HapyllIeHWe ero JIMYHOI'O IIPOCTPAHCTBA, a Mepa IPEeAOCTOPOKHOCTU U IPOABJICHUE
Barmeil poauTesIbCKON OTBETCTBEHHOCTU U 3a00THI.
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